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i@ MFIEREN

1 S

AbRERE T A I R R 2R Al s fn R S UE AR S
AKR G ATz 4 AR 48 HH AT UEAS B AT OR A A A R 48 (5 VR U g de i AR G AN R K
SN Bty WA K A UE B UEN U IS AT . dEORAE

2 FEMSI A

BN T ARSI N A AN T 2D [ MUy H A 5 1R ST, A0 H I AR & A SC ks
JURAE H IS VSO, HsofthiAs CRERITA B SR &M A,

GB/T 20518-2006 17 B\ & AHiAR APHILRNIBME v uk 4% X

GB/T 25069-2010 {5 824 A Kif

GB/T 16262. 1 fi BHiA G iEykicik-(ASN. 1) 15 AL MG

GM/T 0009 SM2% Rt &y 4d FH Y

GM/T 0010 SM2%5 A% N 25 44 1 BBV e

GM/T 0015-2012 3T SM2B 1 Sy B 7AE 1A% e

3 AREBEMEX

GB/T 250695 & [ LA K R ANARTERE S TASCA . 0 TAETAEH, BUNER S TG6B/T 25069
H LS ARTEANE o
3.1

HEEEHI RS intelligent transport systems (ITS)

N REAC RS, AR EENACEIE M b, EeEE R, JBE. tHENL. Bah#Ef
RYENEER AR, W e A0 S BRE S AR, XA H DL Ge b A8 il 4 5
PRAELAA R, nswdis THEARFH P Z BEKR, 1500 RENNSITHCR, WS, PG
IEEvG gy, MWL — /MR EEE. 24, R, FTEMLSGAA sk R

[GB/T 20839-2007, & X2.1]

3.2

EEREREIEM AL cooperative ITS

GAEAB REIZ i RS MBS R BRIt SRRt s s LM . W4 & B & . k55
BHE . WO &S SR SR #50. RINARS, w LA A lis s 2 . 54
HEE R 2 PR SS FON H 25 5P B R S .
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3.3

FIEF digital certificate
EZOAR, HARUEME. At A R = J5E T IGENU (CA) B TE 41—
A A SO

3.4

ITSIEZIEH ITS device certificate
HE SR, HAAROEME. AifE . A RS =I5 E IAEN U (CA) BEATECT-2E 44 ¥ THI )
BB R AP IR BN e RS 3 & um s R

3.5

IEHHEEEFIFR certificate revocation list; CRL
CAXTAS FE T 28 R 1 — AN 1) 2R S04

3.6

JEFIAUENH certificate authority; CA
TR BCUE TS, S22 H PSR RIBUEH I . P AT AR BZA LR Dy LA %

3.7

SM2E %  SM2 algorithm
—Fih R 2R A Ak, S 256 LE Ky .

3.8

E3EFRIR algorithm identifier
FH T AR EEN LR B A B

4 YgBEIE

DL N g5 38 T A SO

AID: N HFRIRET (Application Identifier)

CA: AUEMLKY (Certificate Authority)

CRL: WFPHH4ZK (Certificate Revocation List)

ITS: #EEisfi 5% (Intelligent transport system)

0ID: X ZARFF (Object Identifier)

SAE: FEHEEZETHEINY < (Society of Automotive Engineers)
UTC: W5 (Coordinated Universal Time)

5 iERHE

AT s i RGeS A AR E B G DA N TRUE

a)  HURIE-F——f 1] A2 T2 i 28 28 A ML) B 55 B A T o

b) 55 N GHIE S ——H [ A s f RGeS S i T RO CTAE NG
) A ARUE T i) Al s i AR S L s L A8 MBI .
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d)
e)

B UEB——i 7 A3l i i R MR ST A%« 2 B S8 AT

GB/T XXXXX—XXXX

ITS B UL ——If A AT fy R ZUH A0, it B RIS B 28 0 55 R i o

HFiEHEN

HMADIEP

HUMIIE % R A A GM/T 0015-201 2krHE K
NEAFRIEPERX

N GIE T 2N FFAGM/T 0015-201247HEZEK
HEARIEBER

N GHE T N AFAGM/T 0015-201 2kRHEEL K

b

4 REFIERHEN

FHBEAAIE TR 20 45 A6GM/T 0015-201 265 HESESK o

ITS EIEPBER

1

1

EARTTRILAA

1 =R

1
=

The following atomic types are used in the data structure definitions:
I TR S 2R A A R A s SO A -
Uint3 ::= INTEGER (0..7)

Uint8 ::= INTEGER (0..255)

Uint16 ::= INTEGER (0..65535)
Uint32 ::= INTEGER (0. .4294967295)

Uint64 ::
IValue ::

INTEGER (0. . 18446744073709551615) — (hex) ff
Uint16

CrlSeries ::= Uintl6
T TIPS S 1 S AR R T I S o B &5 ) e SO
Opaque ::= OCTET STRING

T

e AP RULINS'E

SequenceOfOctetString ::= SEQUENCE (SIZE (0..MAX)) OF
OCTET STRING (SIZE(0..MAX))
SequenceOfUint3 ::= SEQUENCE OF Uint3

SequenceOfUint8 ::

SEQUENCE OF Uint8

Sequence0fUintl16 ::= SEQUENCE OF Uintl6

1.

2 NMAMNEEER  PublicKeyAlgorithm

PublicKeyAlgorithm: := ENUMERATED {

(hex) 07
(hex) ff
(hex) ff ff
(hex) ff ff ff ff
ff ff ff ff ff ff
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sgdsm3sm2 2,
sgdsm2 (3),
}

AMESRIREET AP . 00 1. 240725522 [) (KR 1 A 15 B 51 .
6.5.1.3 XFRINZEZEX SymmetricAlgorithm

SymmetricAlgorithm::= ENUMERATED {

sgdsmdecb (D),
sgdsmécbe 2),
sgdsm4cfb (3,
sgdsm4ofb 4),

}
A I 28 N SR IR IR RS 5
AME R TR EE T X RIS (. 00 24072552 1] (BB AE k{4 B I

6.5.1.4 /A%H PublicKey

PublicKey::= CHOICE{
signKey OCTET STRING (SIZE(32)),
encKey EncryptKey,

1

EncryptKey ::= SEQUENCE{
supportedSymmAlg SymmetricAlgorithm,
signKey OCTET STRING(SIZE (32))

LG RN — DA SignKey KR —AMNEL Y] EncKeyRn —MINEEy], ©l— 4%
IR T PR BRI 28 S92 40 %o
6.5.1.5 8 FTiM5%{E Hashedld8

HashedId8 ::= OCTET STRING (SIZE(8))
AW A (B R AR 15 S B0 o XA 45 04 0 5 o — AN B S50 BB o o S o S AN B (I SMB
WA H, ARG NG A (P AN AR 1T o BRI ) \AS AT 8 32 1 I 1 i e )\ N1

6.5.1.6 32 {iRf[E Time32

Time3d2 ::= Uint32
Time325& — 320 LT 584, mAL e gmidks =X, H20044F1 H1HUTC 00:00: 0045, 45 H I Fx
Jit B} TR RS H

6.5.1.7 [X|8 Duration

Duration ::= Uintl6
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AR TAR FHuint 1645 502 SCIN RIS o Jr3fr beARe e SCT ISR A7 (LR 1D o FRIA 13RI K — A
SR AR AR I K

ZEE R T —/NMEB A N A . Uint L6 IA), BRA 6 B i e IR B . — R0 2
31556952FF, W#E I,

R FFEREBITREE X

ES3 & X

000 b

001 3R (60F2)

010 /NI (3600F5)

011 60/~ (216 000F0)

100 ££(31 556 925F))
101, 110, 111 AKX

6.5.1.8 HhIBBMIXIE GeographicRegion

GeographicRegion ::= CHOICE {

circularRegion CircularRegion,
rectangularRegion SequenceOfRectangularRegion,
polygonalRegion PolygonalRegion,

1

SequenceOfRectangularRegion ::= SEQUENCE OF RectangularRegion

ARTFRRE T UEAS Y I BE X, 3R B AT LU SR BRABRIE TS A 2
UESHITA 38 DTS IS BB A T B0 AR E (149 ] LAANR D ke

6.5.1.9 [REM2[Xis CircularRegion

CircularRegion ::=SEQUENCE {
center TwoDLocation,

radius Uintl6

}

ARG GE SCT — AN BRI, B BAT UK B4 (1 R radius M Lecenter s $575E B S A
BRI T L IO BTAT R R 8 0 AR S 5 AN T 085 T2 4 o Rl SR AR AR R X
SN 1K B 22 BER AL Tz b

6.5.1.10 %Ef2[X1H RectangularRegion

RectangularRegion ::=SEQUENCE {
northWest TwoDLocation,
southEast TwoDLocation
}
XA g M 3e E MO A K IR GE 4 : (northWest. latitude, northWest. longitude),
(southEast. latitude, northWest. longitude), (southEast.latitude, southEast.longitude), and
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(northWest. latitude, southEast. longitude). mMHZREE A E RIS EEIER:. SO ERAMA
A HE X 35 N IR 7K - B S 25 Bk iz X .

6.5.1.11 %iAF[XIE PolygonalRegion

PolygonalRegion ::= SEQUENCE SIZE(3..MAX) OF TwoDLocation

AR G5 R 2 ST — AN AT — R VAR (3 15, 8 AR S H MR R . Wt i 84e e
(R o B AT T IR, A5 X o il i 2 2 kA Bl S . 50 1l 22 10 T I 3 P b 244418 1n) 215
—he SUVFIIHBIX JE 2 1B I B8 A 5t

FVELE R AT RN A 2 22 T T DR IR B 7K 2 5 REERAAAT T X

—/MARUIPolygonal Regiontl & £/ =7y . fEH &PolygonalRegion, K& G i) 2 U TE AL .

6.5.1.12 2D{iIE TwoDLocation

TwoDLocation ::=SEQUENCE ({
latitude Latitude,
longitude  Longitude
}
XA EH 44 FH e SR FAE P I 2k . AR B 2 Bea o i e MR
VE R XA 5 A — AL B A i A HISAE J2735[B20], & T A £ERE(E900 000 001 (F T+ 9
LEEEAZ TR FI1 800 000 001221 (FRF /R £ BEWAT AT H) A2 Jo8K o

6.5.1.13 4EE Latitude

Latitude ::= NinetyDegreelnt
NinetyDegreelnt ::= INTEGER {
min (=900000000),
max (900000000),
unknown (900000001)
} (=900000000. . 900000001)

KnownLatitude ::= NinetyDegreelnt (min..max)
—$90E 2 1E90RE, [HI B A 15
UnknownLatitude ::= NinetyDegreelnt (unknown)

ST B NI, RS IS .
FOVFII 4 BEAE VS =900 000 000~ + 900 900 000, {900 000 001 HHZ:FE AT FH I .

6.5.1.14 2E Longitude

Longitude ::= OneEightyDegreelnt
OneEightyDegreelnt ::= INTEGER ({
min (=1799999999),
max (1800000000),
unknown (1800000001)
b (=1799999999. . 1800000001)
KnownLongitude ::= OneEightyDegreelnt (min..max)

UnknownLongitude ::= OneEightyDegreelnt (unknown)
BT B — AN Y, KSR IR .
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FOVFIIZA BB VG -1 800 000 000™+1 800 000 000, fE1 800 000 001F/NL S A AT FHIf) .
6.5.2 EH Certificate

ITS BB FEAS B A U REAS T RSB TAE S, FEAMFE S M F
{

Certificate ::= SEQUENCE
version Uint8,
signerInfo SignerInfo,
subjectInfo Sub jectInfo,
subjectAttributes Sub jectAttribute,
validityRestrictions ValidityRestriction,
signature Signature

}
ITS B R TUEAS 7 2 WL R A

6.5.3 hRA~ Version
ARIIR TUEBHRA S o RS 2S00 SR N N 2,

6.5.4 Z&ZE{=E Signerlnfo

ARLHE TR FH KGR Z0goE XohSignerinfoZ& By, H4ikyln T

SignerInfo ::= CHOICE {
self NULL,
certificateDigestWithSM3 HashedId8,
certificate Certificate,
certificateChain SequenceOfCertificate,
certificateDigestWithOtherAlgorithm CertificateDigestWithOtherAlgorithm,
}

SequenceOfCertificate ::= SEQUENCE OF Certificate
CertificateDigestWithOtherAlgorithm ::= SEQUENCE {
algorithm PublicKeyAlgorithm,
digest HashedId8
}
self: HA&E4, THIMEE.
certificateDigestWithSM3: #£F#Hashedld8%: K18/ T 15l 1o 25 H o
certificate: fF&Certificatefi A IIETE B
certificateChain: £f#Certificate&5HMsC UE G R . #MHE— N THENBEHHTES
T EBUETS, FECE A TR N SR T e MIEBICAIET, DA,
certificateDigestWithOtherAlgorithm: £F & PublicKeyAlgorithm4h#) 23 4 8 (5 BRI &
HashedId8%5 K R8N F- 1 iE P4l 245 B o

6.5.5 FE{KEE Subjectinfo
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e

15

6. 5.

AIFR R T UEFS ) EARAE R 230 E X SubjectInfod8RY, H AT
SubjectInfo ::= SEQUENCE {

subjectType SubjectType,

sub jectName OCTET STRING (SIZE(0..32))
1
subjectName P L% T EAEH . subjectName P K [n] & fx KK k3240 FT7
M2 e X FARRRBUTT
SubjectType: := ENUMERATED ({

enrol ImentCredential ), //HENRER

authorizationTicket (1), //BRGES
authorizationAuthority  (2), //#ZAHIH
enrol ImentAuthority (3), //iEMHLL
rootCa 4), //AANELAY
crlSigner (5) //CRLE K+

1

Y 5 UEHL A I, TTSHE £ WA FISub jectType Aenrol lmentCredential ifSubject InfolfJilE 4.
WEPAE I TR TSI NHES GRBOE) 8Ol 5 HARITS & AR .

Y5 H AT TS &AW 5 I, ITSTR £ M Ad FHSub jectType MauthorizationTicket [KISubjectInfolfiE
IR PR I EH TR ITS IR/ BBGET GEMHIET)

FERHIA R ITS R 2425 RAZRGIE ), SubjectTypelN 24 fjauthorizationAuthority.

WAEHIA A ITS T 2528 R MHIEAS ), SubjectTypel. 24 HenrollmentAuthority.

WNUEAUA A HAR NN LA ZEZUE I, SubjectType V. 4 KjrootCa.

UEBHEH IR %44, SubjectType i HcrlSigner.

6 F{KEM SubjectAttribute

ARTARR THEP B TR ZI#0E O SubjectAttribute, JLEFMUIT .
SubjectAttribute ::= SEQUENCE {

verificationKey PublicKey OPTIONAL,

encryptionKey  PublicKey OPTIONAL,

assurancelLevel SubjectAssurance OPTIONAL,

itsAidList SequenceOfitsAidList OPTIONAL,

itsAidSspList  SequenceOfitsAidSspList OPTIONAL,

1

SubjectAssurance ::= OCTET STRING(SIZE(1))

SequenceOfitsAidList ::= SEQUENCE OF ItsAid

SequenceOfitsAidSspList ::= SEQUENCE OF ItsAidSsp

verificationKey/encryptionKey: fF&PublicEncryptionKeyhifa) iASHETE .

assuranceLevel: ffF&SubjectAssurance 454 B FARMEELL ] . SubjectAssurance: ANFE € XITS

BT YVE B PPN SN NI 2 400 o EAASEARIRIRENE LU R AR AR AT (R G Bt T A SCRS PR

I .

BN AR N 2K T AL s & 0.
itsAid: FF& IntXSRA)— AT REAC I Y H 41138
ItsAid ::= Uint64
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itsAidSsp: 7 TtsAidSspZhita IR E MR 55 AR 14 BEAC IR MY H 41 3% .
TtsAidSsp::= SEQUENCE {
itsAid TtsAid,
serviceSpecificPermissions OCTET STRING (SIZE(1..32))
}
AR GERE 7 ST T b R IR 45 B PR 1) 4

serviceSpecificPermissionsfz: 432

AEACE M HI B4R o
T

6.5.7 BIMRZE ValidityRestriction

ATFR RS E T k1A 2 A GRS o B MIE BN AFE R D—AHA time end BY
time start and end Hitime start and duration ZE%U[] validity restriction. ZIH%E XN
ValidityRestriction , H:&5fUNT:

ValidityRestriction ::= CHOICE ({

timeEnd Time32,
timeStartAndEnd SequenceOfTimeStartAndEnd,
timestartAndDuration SequenceOfTimestartAndDuration,
region GeographicRegion,

}

SequenceOfTimeStartAndEnd ::= SEQUENCE ({
startValidity Time32,
endValidity Time32

}

SequenceOfTimestartAndDuration ::= SEQUENCE {
startValidity Time32,
duration Duration

}

timeEnd: 7 & Time3245 M UL F5#0EH #H.

timeStartAndEnd: £F&Time32454, 1S UEAAH RO H YL Lk H .

timeStartAndDuration: 45 Time3245F UL ARG i H ALK& fF A Duration Z5H k2L
.

Region: {44 GeographicRegiongi 4 [IEF45 2% DX 35k

6.5.8 &&Z Signature

AREERYESLT — N4, A H T HZER T AL A, LabunT:
Signature ::=CHOICE{
signature OCTET STRING (SIZE(32)),

6.6 EPHEGETIFRER
CRL GIFHHEPIZR) HA LT &5



GB/T XXXXX—XXXX
Crl ::= SEQUENCE {

version Uint32,
signerInfo SignerInfo,
unsignedCrl ToBeSignedCrl,
signature Signature

}

UEAS 3 51 g o 2 W 5% B.

version: CRLIFIRA . {EAMRHET, SLFBORE M.

signerInfo: FRIRAEA B EH . ZEARER self . W1 A5 254 AHIMUEF I subject Type JrootCa
i%, %M Rl certificateDigestWithSM3.

unsignedCrl: ARZE4CRL.

Signature: CRLANKNLIIZEAMEH. %45 TunsignedCrl BN AT H .

ToBeSignedCrl ::=SEQUENCE {

type CrlType,
cald HashedIdsS,
crlSerial Uint32,
startPeriod Time32,
issueDate Time32,
nextCrl Time32

1

cald: RATCRLIKCALEFS B A5 {H BRI 84 -4 o

crlSerial: A%, MO JF4h, X TRERMULCRLIN, FLAEMAZIE L.
startPeriodflissueDatefii & | HLCRLZE 55 (1 [H) B o

nextCrl: A7 T Tt (K CRLA AR N [A] .

CrlType ::=CHOICE {

idOnly HashedIdl10,
idAndExpiry IdAndDate,

}

IdAndDate ::=SEQUENCE {
id HashedIdl10,
expiry Time32

}

A EidOnly, 4 H R A TIEHAIID.
R S i dAndExpiry, 4% H A TUEB I IDLA A AZUE B A %630 .
FERXPHRIEHL T, 45 H W Y 4Hashed 1d 107 Bk 7 A 7

10
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M R A
CERMEMS
I TS & &ZIEH &R =Bl

ARy e —ME TR RG], BB E LT — MF o Certificate 8 M FEBGE s, 34
WP A5 15977,

A1 HEHIRE

Encoded successfully in 159 bytes:

02811122 33445566 77880108 21212324 25262728 5C801122 33445566 77889900
11223344 55667788 99001122 33445566 77889900 11220101 03000000 00000000
03000000 00000000 04000000 00000000 05010200 00000000 00000108 11121314
15161718 00000000 00000002 08212223 24252627 28810000 00000000 00018031
32333435 36373839 30313233 34353637 38393031 32333435 36373839 303132

A2 BURERET

testcert Certificate ::={
version 2,
signerInfo certificateDigestWithSM3 :’ 1122334455667788 H,
subjectInfo {
subjectType authorizationTicket,
subjectName *2121232425262728 H
b,
subjectAttributes{
verificationKey
signKey :’ 1122334455667788990011223344556677889900112233445566778899001122” H,
assurancelLevel 01’ H,
itsAidList{
3,
4,
5
1,
itsAidSspList {
{
itsAid 1,
serviceSpecificPermissions ’1112131415161718’ H

itsAid 2,
11
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serviceSpecificPermissions ~2122232425262728" H

by
validityRestrictions timeStartAndEnd : {
startValidity O,
endValidity 1
by
Signature signature:
’3132333435363738393031323334353637383930313233343536373839303132" H
}

12
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Mt & B
CERMMEMI T
IE B B EE I R A& R

AHR I — MUEHA SIS s, a8l 2 ST — MFECRUS NS5, BEAMIETS 454
qﬁ—:

B.1 HEHUE

Encoded successfully in 81 bytes:

00000001 81112233 44556677 88801112 13141516 17181910 21222324 25262728
00000000 03AC57FC 04E09A20 057ABB32 80313233 34353637 38393031 32333435
36373839 30313233 34353637 38393031 32

B.2 HiEMEMT

testCRL Crl ::=
{
version 1,

signerInfo certificateDigestWithSM3 :’ 1122334455667788 H,
unsignedCrl

{
type idOnly : ’11121314151617181910"H,

cald ' 2122232425262728 H,
crlSerial 0,
startPeriod 61626364,
issueDate 81828384,
nextCrl 91929394

b,

signature signature:

’ 3132333435363738393031323334353637383930313233343536373839303132° H
}

13



