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BRERIE WFIEBMAED

1 S

AARUERE TR e IS R G0 I BCUE N P B DR 22 4T BEE, g T 4 BB P A
JLE R

AKR G T ez 4 AR 48 Hh Ay UEAS B AT OR A A A 3R 48 (il 5V U g de i AR G AN K M
MDD Bt Bk KRB FIE VAN ST dE AR B

2 FEMSI A

AR T ARSI & AT D o MU H IS I SCPE, A0 H I RRASIE F A8 3¢
o FURAE FIAR SISO, HsofhicAR CFEIT A PSSO & H T A S

GB/T 16262. 1 fi BHiA G iEkiciE-(ASN. 1) 15 AL MG

GB/T 20518-2006 17 B\ &AHiAR APHILRNBME v uk 4% X

GB/T 25069-2010 {5 8z 4HA Kif

GM/T 0009 SM2% Rt &4 FH A

GM/T 0010 SM2%5 A% N 25 44 1 BBV e

GM/T 0015-2012 3T SM2BH Sy B0 FAE 1A% e

GM/T 0020-2012 k-5 N H 275 RS2 G

3 AREFEX

GB/T 250695% % I LUK R AIARER E SUEH T A S TAETAEH, DLTFESZAH TG6B/T 25069
HR )RR LE AR TE R T o
3.1

HEEEHI RS intelligent transport systems (ITS)

MR REZ ARG, AR ST B IR B2 b, ESSEE R 5. WHEAL BahEhim
ARG BAFBORRTER Y, W ek Al AR SR H AR, SO R A H. LU BEA Al P 5
BEAELAEOR, sndis TREWMA 2 WIKRR, 3Ol /KA irRer, mds i, BT
MEEG G, WS — Ak, 5, 24, MR, SFEmSGasslisimis R,

[GB/T 20839-2007, & ¥X2.1]
3.2

S1EREREIZHMI RS cooperative ITS
WAL L EAE RS, SRR YO () (V21D L FERRS R (v2v) L RSN (V2P)
Z P RE N R S A — R Re s i KRR R .
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3.3
FIEF digital certificate

HNIERUSEC A2 S ATFEPIIA A E R ATFEY BRFE R AR L5 (s
SYILEE S E L

3.4

SM2E 3%  SM2 algorithm

— Pl ] (2 B A, PR 256 Lk
3.5

B3EFRIR algorithm identifier

TR FENLH O ECA G B
4 YEEEE

DA il 1 3 FH T AR S0

ASN. 1. #hi%iEvEbrid (Abstract Syntax Notation One)
CA: AIFHLFY (Certificate Authority)

OER: J\P A gmhd ) (Octet Encoding Rules)

CRL: iF-Pa451%% (Certificate Revocation List)
ITS: #feisfi 54 (Intelligent transport system)
0ID: X %ARIHAF (Object Identifier)

UTC: 1hhifi{H:5tet (Coordinated Universal Time)

5 HFIEBNAEQ

5.1 Hhik

ARG T 7 SCIUE N P R SRICUA S W A8 44 S0AIE W SN2 S5 . W RS 4.
B AR NI AR 22 A R, 8 SCR N B UE 59 R Bt 4 e 26 Bt

5.2 ZREVHBRAS

JR T, BSTR SOF GetVersion()

ik : REGH BRI RA 5

ZHL: G

REME: BT 1)
7 N

5.3 HEEHZ

JE I BSTR SOF SignData (BSTR EncodeCert, BSTR InData)
iR X BT H 25 44
ZH: EncodeCert[in] 5 2 FET
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5.4 IIEXH

J 7
ik -
2.

A CIEIER

5.5 HEMZE
J A .
ik .
S8

EACIEIER

5.6 HEMZ

J 7
ik«
ZH:

AR

InDatalin] RS
e AR
7 ENRLe

BOOL SOF VerifySignedData (BSTR EncodeCert, BSTR SignValue)
R B2 44

EncodeCert[in] B FAETS
SignValue[in] AR
TRUE RIh

FALSE RI

BSTR SOF EncryptData (BSTR EncodeCert, BSTR InData)
X R AT i n
EncodeCert [in] hns Ak 15

InDatalin] B RS
e AR
7= ERIe

BSTR SOF DecryptData (BSTR EncodeCert, BSTR InData)
X R AT i i
EncodeCert [in] A% FHAE 15

InDatalin] B RS
B AT R

6 REHBIEZE

6.1 ZRiAk

GB/T XXXXX—XXXX

LA REER R 2 R R IEATC R, A TTFAR AR TERA, A W K42 1 AE 21
Kt 53 g PRSI

a)  HMNHANEBRBGHRAES . A% N E .t AR BEiEf,

EAE GM/T 0010;
b) MM HUEEAY ITS WA UEI, 224 R 45 R 2SR A3

6.2 &1ExX ITSHLEEESE

6.2.1 LL£BHE SecuredMessage

GAERITS e 4 BIEAEIE &5/t F -
SecuredMessage ::= SEQUENCE {

protocolVersion Uint8,

ERSSACEEyAESIE
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headerFields HeaderField,
payloadField Payload,
trailerFields TrailerField
} SecuredMessage
WS R 58 SCT AT g i3t H 1) 22415 U8
protocolVersionf &N I PMMRCAS o & S AR R, AT T BMSURCAS2 . W SRRV F A
W ITEIMAT T8, H4protocolVersion iahn, BIETEA M 2 FECE I SLIA BEMFHTA% Bk
[ERERTE TG
headerFields & —Mu {50 22 43 2 RO R 1) 22 A Sk ) 45 5L R AR K )
payloadField 03 W BT — M BEA SLVF 2 A 38T
trailerFields/g— M & MBS E BRI &, 1, F3ibfs B st se st an 1 B
MR SCAT TP S AN E X
12 WM A

6.2.2 1HiARA ProtocolVersion
ARIIAR T 224 BB URA S o AFFA 1A SCRAZAE N 3 2.
6.2.3 3LEZRFE; HeaderField

SKER - BOR AL 22 A B2 BRI B AR K . AT .
HeaderField ::= SEQUENCE {

signerinfo SignerInfo OPTIONAL,

generationTime Time64 OPTIONAL,

expiryTime Time64 OPTIONAL,

generationLocation ThreeDLocation OPTIONAL,

digests SetOfHashedId3 OPTIONAL,

itsAid OCTET STRINGOPTIONAL,

encParams EncryptionParameters OPTIONAL,

recipients SetOfRecipientInfo OPTIONAL,

}

SetOfHashedId3 ::= SET OF HashedId3

SetOfRecipientInfo ::= SET OF RecipientInfo

signerInfo: 5 T SignerInfo&b ) H B & M EE 4 E KI5 B . WHRAFAE, SignerInfodift 4
JHeaderFields#AH TS —A>, BRAEEH L BRCE SCAFME R .

generationTime: M SRS TH], Time64ZEM K —ANKFAIER, A T 4% 4k N A (E2E 44 b HE T /&
[i] 52 P PR B 1) s

expiryTime: AW LI R AN [H] ;

generationLocation: 2844 AR A B s

digests: ARHFNE I ELE S

itsAid: ARFRAIETT WIS A R BUH SR ) Y. FH 40

encParams: f5F&EncryptionParametersghifa) i 01%5 H IS4 2

recipients: JHEHZICE S . 4t T K ERecipient Info A v 5 e e e E N (A A
N R 22 3 02 it e e £ L
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4 B E Payload
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ARG AW BN REEENE, —NHEARTFOE 2 M3, BARai iy .

Payload ::= CHOICE {
signedExternal NULL,
unsecured OCTET STRING,
signed OCTET STRING,
encrypted OCTET STRING,
signedAndEncrypted OCTET STRING,

}

signedExternal: M4, Totaizids.
unsecured: RRYEE.

signed: 2415 E..

encrypted: JNZ{E H.
signedAndEncrypted: 2544 IN%1{E &,

5 BEERFEE TrailerField
TrailerField ::= CHOICE {

signature Signature,

1
signature: f&Signaturesify i 4ig BB 410

YpayloadField }jsignedExternal i, £ 44 {5 BN fEpayloadFiel df, H AU S EZ LM A IZHEN
MpayloadFiel dZETA A signed 788 signedAndEncrypted”, MSecuredMessage [fITrailerField
FBRANAFEZES

7 EERTEHER

7.1

fEX

7.2

gk

ASKREAL FHASN. U HicH S5 F A SRR EA TRl SR\ AL 71 G B A U (OER) Xof &8 44 T v SR 14
B IS S ATt o A 58 ARG AU REACHE 2R Ge it 45 vh IR AS T C 2R, X u s M

BRI ARG 2 A B ] -

il

I TR ARSI AR K 4 ) v SO AT

Uint3 ::= INTEGER (0..7)

Uint8 ::= INTEGER (0..255)

Uint16 ::= INTEGER (0..65535)

Uint32 ::= INTEGER (0..4294967295)

Uint64 ::= INTEGER (0..18446744073709551615)
IValue ::= Uintl6

AL R B 5 X
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SequenceOfOctetString ::= SEQUENCE (SIZE (0..MAX)) OF
OCTET STRING (SIZE (0. .MAX))

SequenceOfUint3 ::= SEQUENCE OF Uint3

SequenceOfUint8 ::= SEQUENCE OF Uint8
Sequence0fUintl16 ::= SEQUENCE OF Uintl6

7.3 32 {uRf[E Time32

Time32 ::= Uint32

Time32 s&—A> 32 AL AT 5 84k, mfr L segmhsas =, A 2004 4 1 J 1 H UTC 00:00: 00 FF4h, 45 H
B JER IS TR) PRI R 28

T 1:232 B RIIRESEZ) 136 47, HE 2140 4.

7.4 64 {iuRf[E Time64

Time64 ::= Uint64
Time64/2& —P64RL LT 584, mfr Pt segmbs X, H20044E1 H 1 HUTC 00:00:00FF4, 45 HiE Br i
I TR PR PR 4
7.5 3D{iLE ThreeDLocation
ThreeDLocation ::= SEQUENCE {
latitude Latitude,

longitude Longitude,

elevation Elevation

}

Latitude ::= NinetyDegreelnt
Longitude ::= OneEightyDegreelnt
Elevation ::= Elevint
NinetyDegreelnt ::= INTEGER {

min (-900000000),

max (900000000),

unknown (900000001)
} (=900000000. . 900000001)
KnownLatitude ::= NinetyDegreelnt (min..max)
UnknownLatitude ::= NinetyDegreelnt (unknown)
OneEightyDegreelnt ::= INTEGER ({

min (=1799999999),

max (1800000000),

unknown (1800000001)
b (=1799999999. . 1800000001)

KnownLongitude ::= OneEightyDegreelnt (min..max)
UnknownLongitude ::= OneEightyDegreelnt (unknown)
ElevInt ::= Uintl6 — Range is from —-4096 to 61439 in units of one—tenth of a Meter

ARG E ST T s =R E . LRI R e SGIES 1A 24X 3
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Latitude: ZEF¥. FOUFMI4: EEYE I M-900 000 000~ + 900 900 000, {EH900 000 0017 HH 4 &

AT
Longitude: &J¥. ML ETEREM-1 800 000 000~+1 800 000 000, fEH1 800 000 001K/~
AT

7.6

7.7

7.8

7.9

Elevation: ¢, M7 KRFAREERRIE, HASUIT:

0x0000~ OxEFFF: IEXC AV 0K F+6 143. K. FrfamT-+6 143. 9f % 7 th tHOxEFFFE 7R .
0xF001 " OxFFFF: 718U\ -409. 5K TF45, F1-0. 1KE5 R . BT KT-409. 5% 7t H0xF00 1K 71

0xF000: AR 50IHFIK -
8 FTMEFE{E Hashedlds

Hashedld8 ::= OCTET STRING (SIZE(8))

AU A E R VUMIE A St o B Se v S A K (1 SM3 M 7y {51, HX3275- 9 (s

3FTHIEFE{E Hashedld3

HashedId3 ::= OCTET STRING (SIZE(3))

AU A E R VUMIE A S5t o B SE v S A K (1) SM3 e 7y {61, HX3275- 9 (s

NEAEE  PublicKeyAlgorithm

PublicKeyAlgorithm ::= ENUMERATED {
sgdsm3sm2 2,
sgdsm3 (3),

}
AMERREET AN PIINE 5. 00 1. 240725522 [) i ECAE 1 A 15 B4 351 .
FFRE X SymmetricAlgorithm

SymmetricAlgorithm ::= ENUMERATED {

sgdsmdecbh (1),
sgdsmécbce 2)),
sgdsm4cfb (3),
sgdsm4ofb (4),

}
ARMERTRIE T R RR B 502 04 24072552 8] FREUE 1 A £ B Tl .

7.10 fR%%4H EncryptKey

7. 11

EncryptKey ::= SEQUENCE {
supportedSymmAlg SymmetricAlgorithm,
signKey OCTET STRING (SIZE(32))
RGN — NN, e AN AR i IR RR I Sk 4L

/N4A  PublicKey

A (B I8 AN 15

A (B IAIR3AN 15
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PublicKey::= CHOICE{
signKey OCTET STRING (SIZE(32)),
encKey EncryptedKey,

—

GG — DA, signKey KR —NELEY]; encKey R —MINE .
7.12  NERIIFFREEA SM2EncryptedKey

SM2EncryptedKey: := SEQUENCE {
v PublicKey,
¢ OCTET STRING (SIZE (16)),
t OCTET STRING (SIZE (16))
1
BB AR 5 SCT Q] A% 126 SM2. B3 N 3 RO FR 2 4 o
) v AL 7 T T SM2 B N 1 325 77 B B 36 6 o LRI ) 23 B v I LA — I, R RN 386 18 2 g
— BRI
Ir) e B RN TR PR B
) &t B B AR I -

7.13 INESEL EncryptionParameters

EncryptionParameters ::= CHOICE {
params (SIZE (12)),

}

TR E R 5 P AN TR o s Sk R ik 2 808 P v IR AR S BN - i Blaes 128 cem
W25 1262 )\ I BEA L. Tlen ZMUNMBEE HTlen = 16777, RN AT E LT H I EMEL
i FEICEREOUT, Ha 21— NS AE W R AR T R o 7 A AR % SOt Qo] A i 14
Ti%sE XN .

7.14 FZZEFEZR Signerinfo

SequenceOfCertificate ::= SEQUENCE OF Certificate

SignerInfo ::= CHOICE {
self NULL,
certificateDigestWithSM3 HashedId8,
certificate Certificate,
certificateChain SequenceOfCertificate,
certificateDigestWithOtherAlgorithm certificateDigestWithOtherAlgorithm,

}

CertificateDigestWithOtherAlgorithm ::=SEQUENCE {
algorithm PublicKeyAlgorithm,
digest HashedId8
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}
AT T W B E G R
self: A4, LHIMUE.
certificateDigestWithSM3: £7&Hashedld84h#4) ISAN - UE Pk 55 B .
certificate: ff{5Certificate 4 IMAIRIES(H B Certificatei S WAMMECR REIZI RS 5
S B b kgl .
certificateChain: f5&CertificatesE M sei&iE B = B
certificateDigestWithOtherAlgorithm : & X T H b A H H = WiE B, B F &
PublicKeyAlgorithm&hi iy A PSS AT frHashed T8 45 My I8N 7 1k T 225 B

7.15 3EWESE Recipientinfo

RecipientInfo ::= SEQUENCE {
certld HashedIds,
encKey SM2EncryptedKey
PR AT T R R T R B E B T R R e AR -
AFR RS T Bl T RS R
certld: FEWHBFITMEAEHKIFR I,
encKey: & SM2EncryptedKey &4 R ina5254H ,

7.16 &4 Signature

Signature ::= CHOICE {
signature OCTET STRING (SIZE(32)),

}
Signatures® X T AP SFIERIRE A, AT € 25k 44 .

11
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Mt X A
CERMEMI T
B1ER ITS Z&H BRI

A S — N EAERITS W B RRGl, 8 LUT — M54 SecuredMessage 45 F IR 4 ,
AR A8 T Bt 0x3132333435363738, 44K K. 0x1122334455667788 1122334455667788
1122334455667788 1122334455667788, 3L/ L5722,

A1 GHEEIRE

02 62 00 81 11 22 33 44 55 66 77 88 00 00 00 00
00 BC 61 4E 00 00 00 00 00 00 27 10 82 08 31 32
33 34 35 36 37 38 80 80 11 22 33 44 55 66 77 88
11 22 33 44 55 66 77 83 11 22 33 44 55 66 77 88
11 22 33 44 55 66 77 88

A2 BURERET

SecuredMessage SEQUENCE
protocolVersion Uint8 2
headerFields HeaderField
signerinfo SignerInfo
certificateDigestWithSM3 HashedId8 0x1122334455667788
generationTime Time64 12345678
itsAid ITSAid 10000
payloadField Payload
signed 0x3132333435363738
trailerFields TrailerField
signature Signature
signature 0x1122334455667788112233445566778811223344556677881122334455667788
Total encoded length = 72




