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GB/T XXXXX. 1-XXXX HL7 ok LRG58
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UL1642 36 4 Ha it 2 A itk

UN38.3 2009 (5th Edition) izkiit4brie

Aoy S
2
Aoy S
ERE:

RIE. EXFALEREIE
AEMEX

GB/T 20135-2006FIGB/T 20839-2007 1 F 5 I{) A THE FH
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DSRC &I fEH (S (Dedicated Short Range Communi
ETC W1 (Electronic Toll Collection)

FID CfFbriR (File Identifier)

ICC R FE (Integrate Circuit Card)
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MTC AT ¥ B3hkZ (Manual Toll Collection)
OBE %% %% (On Board Equipment)
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S S FIDYE 4 0x00—0x7F, JLHHFIDA0x00% A B P10 o M H 3 N RSO ARG, WIS
e TR H s XFTETCRY A, H 35 Mk 0x01,
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%< 1 OBE HUEHLALEMF
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0x00 0x00 R SysKeyFile
R H % 0x01  RGfs5 83t SysInfoFile
0x01 ETC M H H3% | 0x00 ETC N FH# 40/ EtcAppKeyFile

0x01 ETC % FHZHf5 S 3CF | EtcAppVehicleFile
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4 I RETCHZ AN

BAERRY BAE LR Eitipan
(ActionType)
0 GetSecure AL, SRHEMACHT 22 A e 1
1 SetSecure GARAFEN, SRHEMACHIZ AN
2 GetRand WRENIE, T2 lE
3 TransferChannel WAL, T mOBER AL HiAPDU
1 SetMMI BB AN, HEOBE R 48 FR7R (1A 2%

5 KREIRFSMEAER

5.1

5. 1.

OBE SRR ARZEXK
1 TiEREE

OBE F1 RSE 2 [H]f#] DSRC 454 GB/T XXXXX. 1-XXXX (HL 7 U2 L M RSEE 265 1 30 WHE) .

GB/T XXXXX. 2-XXXX (W, T 2 & HFEREEAE 56 2 &R0 B BEMZ) <GB/T XXXXX. 3-XXXX (HH T2 &
FAEREEAS 26 3 ¥4 NHZE) IAHSCHE .

5. 1.

5. 1.

5. 1.

5.1

5. 1.

5. 1.

2 B&

OBE N HR A2 415 [ ASEER,  DAAF YT il 42 )% A ETC BRI B5%.

OBE IV 4 SM4 B35 1 E5dl A7 HOR 7 il 4531

OBE Hh I A W1 AA A B 1415 N R Y SM4 S 1 n 25 7 XA o

OBE W H. £ ICC 25810, %8 NAF4 ISO/IEC 7816 1 I1SO/IEC 14443  TYPE-A FrUEfKIAH IR

OBE SCHFI1) 1CC A2 Z AR 7545 JR/T 0025-2010.

3 EETEHE

OBE W I 5 B BCR B e 77 20, SRR F H s S i) 77 2
OBE W (1) 22415 I S N BAT AN /N T 16k 75 A2l 5 ]

4 IR
A1 FRAERCEEME

OBE Wi B ¥R AF: 10C S5 #1 .

4.2 TAIEEREIMH

OBE AI3EMINC & M. #7588 FAF R Rgs. LL445 ")) . USB 4210, RS232 H [, Wi F Ahibhas,
5 BhiFEISRE

OBE [ 2L 4B 11 FH P R ENThRE, — HLAARED, N 24 2 RIFE OBE P FRIAH I A5 JELAZ A% DX P B B A B AR

ERLIE TN

5. 1.

5. 1.

5. 1.

5. 1.

5. 1.

DRIHR DI 5 2 1) ETC Y. FH 2 258 B, B Wl ao 4 -8 L 1 U7 XA B R o
6 ZABIES

OBE W 3 FF R FHHE BT, S8 K H DSRC J7 a2 77 2.

7 RHieE

OBE N SCREAND T 50 25 Bt &8 il sk IRAE A, A8 Zid s m >R A DSRC J7 kA 4 0y s th
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OBE Hayth Y H & 224k, Nidid UL 1642 FTUN 38. 3 AilE.

9 mEMH

OBE P34 ol s} ] KT~ 50, 000h.

10 G 4E$r AT )

OBE~P-34) G i3/ iy [ AN /N 247 (BB R10IRAE Z v 3D



XXXXX J—XXXX

5.1.11 IREEH

BN G

a) TAFREE:  —fREK-25"C~+70C (FEX-40°C~+70°C);

b) fAfifiE: -40°C~+70°C;

c) FHXT TAFVRSE: 5%~100%;

d) #iH: 8kV;

e) ¥&3h: NATH GB/T 2423.13;

f) bl NAFA GB/T 2423.6 & Eb A1,
5.1.12 HfmZEX

OBE Wi R A m] 23 Ky LU JLRY FT I8: —43dBm~—-47dBm; —48dBm~-52dBm; —53dBm LA [,

OBE (55544 4 Dh 2] 43 9 AR JUAY AT —3dBm~+3dBm; +3dBm~+10dBm.
5.2 RSE SfR#ARZEX
521 THEAR

RSE R FHIHL TAE 75 5

RSE MHAIE I FH 2 e 45 B v 42 11
5.2.2 FiRiEIREIE

RSE F1 OBE 2 [] ) DSRC A5 4 GB/T XXXXX. 1-XXXX (HE 7 2% LA 6 130 WHE) .
GB/T XXXXX. 2-XXXX (L7 2 & IR FEEAE 25 2 3000 BAdnBER)2) LGB/ T XXXXX. 3-XXXX (H Pk 2 &
FRERERAS 26 2 35y MR BIAHCHE -
5.2.3 &%

RSE 1V ¢ B % AU ) B ER 0l 3818 3] [F R 2 A S8 2 A 8 1« BRIR sl B e 4625, DAAE 00 1) 428 11 25,
FT A R R IR Ik R 38030 ok 2 AR = S A T
5.2.4 QO

RSE WS RF LUK 5 A0 B LR AE 0, LA RS232, RS485 &Y, USB &¢4% B nf 1k

RSE W AT PGS IIEE 1, SCFF RSE SCBES AL, AU . FRAE L, 2k, HES R, &%
A5 B ThEE .

RSE ‘B HAT TTL HL P HO B B4 1
5.2.5 FEFFFAN FARIESH

RSENHAT I RE AT ALEE [ HEAT 78 SR 3 R FH B8 37 1) e
5.2.6 it

[#] 7 22 77 N IIRSE W #5 SCFE A28, B A5G0 N /£ GB 4208 11223k, F AT R A % I sl 2 T 7
X BRI, HMBEAE4EIE, Hee s BEAMIKT 5. bme
5.2.7 B{EX1E

RSE ¢ #1075 DX 458 5 J5 I AT 76 3. 3myc [l , LI,

I K3. 3m
% 3 BEXEEE =R
5.2.8 {im
RSE % £ W 5% 220V /50Hz A8 ¥t LY AL v o
5.2.9 AEM

RSE “F-¥J IG5 e i) [a] 3 KF- 70 000h,
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5.2.10 INEBRME
BN G
a)  TAFMEE: —fEK-20"C~+55"C (FEX-35°C~+40°C);
b)  AEfEdLEE: —40°C~+85°C;
c) X TAERE: 4%~100%;

d)  FiH: 8kV;

e) Pesh: NfFH GB/T 2423.13;

£)  phidi: NATS GB/T 2423.6 X4 Eb 1501,
g) % NAFA GB/T 2423.18;

h)  Fifi: HU4kV 10/200 0 s s
5.2.11 HMEX
RSEZ5 344> 1) 55 56 D2 N AEGB/ T XXXXX. 1-XXXXEH A (1938 b 70 Bl N - m 5 .

6 OBE #E4H

6.1 KUELEW
OBE [ ZLHE 73 J R G F N FH AL PSS, Bl 45 4 L3R5
<5 OBEFRLEH

Hat s XS AR ASN. 1 $iefis &5 44
5 X
0 0 RGP SysKeyFile
1 RYE B SysInfoFile
1 0 ETC J&2 H 5 £ A EtcKeyFile
1 ETC N 4= B4 EtcVehicleFile
2 ETC I FHAE Z i s 3044 EtcTransactionFile
3 ETC ] FH £ B Sk EtcReservedFile
15 0 TR
6.2 RGHIE
6.2.1 REZHAXH

RGP H 35 00, SCE540, ASN. 1€ LASysKeyFile, REUEPISCAFAFEOBER S5 B
LAV Y], SN AR KRG,

x6 RJEAXHY

¥ FBAR ASN. 1 2% FRUAA
1 sysMasterKey Key AU 5%
2 sysMaintainKey Key RG Y= H
6.2.2 RHREEXH

BRGSO 500, SO 1, ASN. 1 XObSysInfoFi le, 77 fHOBERAT B 2 A B,

SAFNR KT
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R RABEEXH

e F R ASN. 1 K7 TR
1 contractProvider OCTET STRING (SIZE(8)) MRS5S B e 44 R
2 contractType INTEGER (0. . 127, ...) PR
3 contractVersion INTEGER (0. . 127, ...) Al RRA
4 contractSerialNumber ContractSerialNumber Gl 2iRE
5 contractSignedDate Date GrIREEH M
6 contractExpiredDate Date ElREHH M
7 tamperedStatus INTEGER (0. . 255) PRIk
8 reserved OCTET STRING (SIZE(72)) T B
6.3 ETC N AR
6.3.1 ETC RZAZAH

ETCW F S5 A H a5 b1, 05 40, ASN. 158 X HEtcKeyFile, fFfOBEMIETCIY FH s 241
P, SO LRSS
<8 ETCL FZA ¢

has) T BAATK ASN. 1 %7 TERAR
1 etcMasterKey Key ETC N 941
2 etcMaintainKey Key ETC ¥ 1 442 1]
3 etcAccessKey Key ETC W HE 41
4 etcEncryptKey Key ETC W in s 254

6.3.2 ETCNHAFEWHEEXH
ETCIW FH4-40i{5 B CFH 5 1, SCHF5 41, ASN. 12 UAEtcVehicleFile, SCHFNZ LRI,
9 ETCR A EHE 23X

FFs FE AR ASN. 1 257 TR
1 vehicleLicencePlateNumber OCTET STRING (SIZE(12)) EeyiRss
2 vehicleLicencePlateColor OCTET STRING (SIZE(2)) LB,
3 vehicleClass INTEGER (0. . 127, ...) L2t
4 vehicleUserType INTEGER (0. . 127, ...) B 2R
5 vehicleDimensions VehicleDimensions RTINS
6 vehicleWheels INTEGER (0. . 127, ...) R
7 vehicleAxles INTEGER (0. . 127, ...) LS
8 vehicleWheelBases INTEGER (0. . 65535) e
9 vehicleWeightLimits INTEGER (0. . 2%-1) TEEE L/ JREAT AL
10 vehicleSpecificInfomation OCTET STRING (SIZE(16)) ZEAFRR AR IR
11 vehicleEngineNumber OCTET STRING (STZE (16)) RIS
12 vehicleReserved OCTET STRING (STZE (20)) TR 7B

6.3.3 ETC MAXZHIERXH
ETCI FHAS A id s SO H S5 L, X5 k2, ASN. 132 X EteTransactionFile, ETCAZS)id 4y
BN, A% SE A 7 SRR E LR DX, SCPF R AR 10,
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i FE AT ASN. 1 287 TERAR
1 recordCount INTEGER (0. . 127, ...) AL
2 recordlLength INTEGER (0. . 127, ...) H— R I
3 recordl OCTET STRING (SIZE (recordlLength)) B RUUFENE
4 record2Length INTEGER (0. . 127, ...) B AR I
5 record?2 OCTET STRING (SIZE (record2Length)) e b
2n recordnLength INTEGER (0. . 127, ...) Hn Al F M KE
2n+1 recordn OCTET STRING (SIZE (recordnLength)) o FLidEAE

6.3.4 ETC MAREBXH

ETCW i B O B SO

7 ETC AN

7.1 ACTION

AR 55 R TE

ETCI FHAE N H JZ AR 45 JsUEACTIONZ. B4 g tRETCRY FHEE 11, HLHACTTONAR S5 J5LiE i

Action-Request: :=SEQUENCE {
BOOLEAN,

mode

did

actionType

accessCredentials

actionParameter

iid

}

Action—Response: : =SEQUENCE {

fill

did

responseParameter

iid
ret

}

ActionType: :=INTEGER (0. . 127, ..
L8 N T A

ActionTypeH, 5---80 {HEAZADSRCNFH, 81--- 1274+ AL FAA N H .

GetSecure
SetSecure
GetRand

w N = O

4 SetMMI

7.2 GetSecure FREZEE

7.2.1 TIhgE

GetSecure ] T SEHL 2 4= E BEI,  JFSL Bt TR AVIE . InE AN B4 L .

TransferChannel

Dsrc-DID,

ActionType,

OCTET STRING (SIZE(O0.. 127,
Container OPTIONAL,
Dsrc—-DID OPTIONAL

BIT STRING (SIZE(2)),
Dsrc-DID,

Container OPTIONAL,
Dsrc—DID OPTIONAL,
ReturnStatus

)

...)) OPTIONAL,

)
£
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a) WAIIE: RSESm4&ALT R FE1UE, OBEN 46 iE I 5 4 R vF e
b) N OBEi X A4k N % J5 FAL S BIRSE Sy,  RSESt 756} 2 ff 3 5 A n 3K HUR B 558
o) AR AR 0 B AT N S AEMAC, B A S — AR Y RSENREML R Sext 2
BEATHAIE, o I AT R SEAL B
AFEH, a) Mb) AATEI, o AM&I; XTERD) B MfEE, #HIHMGet ks seil.
=W TR A A .
BER AN b)Y Rle) HINEIE, SETHEMACI FEINE .
7.2.2 #0O

7.2.2.1 1K (GetSecure. request)
GetSecure. requestZHE K WLFK 11,

11 GetSecure. requestSEZE K

S8 A SR W]
mode TRUE BB, N
did Dsrc-DID ETCRY A1
actionType 0 20
accessCredentials — Ak
actionParameter GetSecureRq: : =SEQUENCE {
fill BIT STRING (SIZE(7)),
fileid FID, SO BRI
offset  INTEGER(0..32767,...), PR an by
length  INTEGER(0..127,...), PR K5
rndRsuForAuthen Rand, FEAEMACH] BE AL 2L
keyIdForAuthen — INTEGER(0.. 255), PAEMACTHT # IR 915
keyIdForEncrypt INTEGER (0. . 255) | I HARG| 5
OPTIONAL
}
iid — AMFAE

7.2.2.2 % (GetSecure. response)
GetSecure. responseZ#F 3k L% 12,

%12 GetSecure. responseSEEk

S8 A S
did Dsre—DID ETCR XS W 1
responseParameter GetSecureRs: :=SEQUENCE { nJ ik
fileid FID, SRR
file File, B CRTREnED
authenticator OCTET STRING (SIZE(8)) LT
}
iid — AMFAE
ret ReturnStatus &
7.3 SetSecure FR5IRIE
7.3.1 IhEE
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SetSecure I T SEI IR SN, FRRMEATIERAE. InZFE B pLH . .
a) AUE: RSEuGHEALVT ) FEUE, OBEN S0l il 5 A4 e 1FiseE;
b)  hN%%: OBES % B %% Jo AL M SIRSEN,  RSES 7 6 2 il %% o A v 3K HU 5 i Bl 5
o) AFEVEER: XA SRR AT I s A B, O S — AR RSEdm izl 2
TSN 2 ATIUE, JoiR R RAT Ak AT .
RO, a) Fib) AR, o) ARAED; XD e MR, TR Set g S,
IR = H IR AER T H s .
WERFERF L) Fie) WIS, Seih BEMACK PN .
7.3.2 #0O

7.3.2.1 153k (SetSecure. request)
SetSecure. request ZH E 5k 313,

Z&13 SetSecure. requestSEZEk

24 e[ ZHU
mode TRUE B, N
did Dsrc-DID ETCIV 45T 1
actionType 1 S|
accessCredentials — ik
actionParameter SetSecureRq: :=SEQUENCE {
fill BIT STRING (SIZE(7)),
fileid  FID, AFFRIR
offset  INTEGER(0.. 32767,...), AR R IR AL E
length  INTEGER(0..127,...), AR K
file File, BN (ATRgne>
rndRsuForAuthen Rand, 7 EMACH B M1 %L
keyIdForAuthen  INTEGER(0..255), FEMACH S R 5
keyIdForEncrypt INTEGER(0..255) OPTIONAL | M#&HR5|5
}
iid - ANEAE

7.3.2.2 [% (SetSecure. response)
SetSecure. responseZHE K W.# 14,

Z14 SetSecure. responseSEEk

ZH e SR
did Dsrc-DID ETCRY 1A% 11
responseParameter — ANAEAE
iid — AR
ret ReturnStatus %3
7.4 GetRand fRS5RIE
7.4.1 Ihge
GetRand IR 55 FH T3R8 7 Ty BEH 4L .
7.4.2 #0

10



7.4.2.1 i&X (GetRand. request)

GetRand. request ZHF K L 15,

%15 GetRand. requestSEZE K
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ZH WA SR W]
mode TRUE I,
did Dsrc-DID ETCI 4% T1
actionType 2 e
accessCredentials — Ak
actionParameter — AR
iid — AFAE
7.4.2.2 % (GetRand. response)
GetRand. responseZ 4 53k W16,
=16 GetRand. responseSHZE K
S8 A SHuH
did Dsrc-DID ETCRY HIAF+1
responseParameter GetRandRs: : =SEQUENCE { ik
rand Rand Rl AL
}
iid — AMFAE
ret ReturnStatus W&

7.5 TransferChannel fRZJEIE

7.5.1 ThgE

ARSELOBEFAE 2 0] (AIICC. Wonds. WEnY2845) M 5t A ohae, OBE7S MRSEL A1t
ZIRIfEE R fs . B2t XAMRAEEE AR RS LR 1T,
F17 BERFRIRSEXER

WIEARIR S R i W
(ChannelID)
0 OBE OBEZ &
1 Icc 1cc
2 SAM SAMAR B
3 DISPLAY ATz
4 BEEPER I e 2%
5 SPEAKER s
6 PRINTER FTENBE 4%
7 SERIAL INTERFACE AT
8 USB USB#: 11
9 PARALLEL INTERFACE e
7.5.2 #¥0O

7.5.2.1 1K (TransferChannel. request)

11
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TransferChannel. request Z#F3K L3 18,

%18 TransferChannel. requestSEZE K

28 BUE SRR W]
mode TRUE NS W VeSS
did Dsre-DID ETCRY HI %51
actionType 3 HEF3
accessCredentials — Al ik
actionParameter ChannelRq: :=SEQUENCE {

channelid ~ ChannellD, WIEAR S
apdu ApduList SRR R e
}
iid — AFEAE
7.5.2.2 % (TransferChannel. response)
TransferChannel. responseZ % ik %19,
%19 TransferChannel. response S ZE K

ZH B ZH W
did Dsrc-DID ETCI 51
responseParameter ChannelRs: :=SEQUENCE { ik

channelid ChannelID, HiEbR RS
apdu ApduList W18 N A H
iid — AFEAE
ret ReturnStatus Wb
7.6 SetMMI BRSZJRIE
7.6.1 IhgE

FHFHYEOBEN F AL A I FR RN 2%, B ER ¥R I N & L2220,
£R20 WMIHRIRENX

e A AR IR R Tt
0 ok A8 Ty RO BRAE 56 1
1 error A 5 b B i
2 contactOperator TEEERIZE T
3 noCard €Tk
7.6.2 #[O

7.6.2.1 &K (SetMMI.request)

SetMMI. requestZHE 3k W21,
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=21 SetMMI. request S EIZE >k

XXXXX J—XXXX

ZH HE SR
mode TRUE NS W VRS
did Dsrc-DID ETCN F%5T1
actionType 4 254
accessCredentials — AT
actionParameter SetMMIRq: : =INTEGER {

ok  (0), 0: IE%H

error (1), 1: 7
contactOperator  (2), 2: HIZEHBEA
noCard  (3) 3: R
bo(0..127,...)

iid — AL
7.6.2.2 [7%Z (SetMMI. response)
SetMMI. responseZ#E 3k W% 22.
=22 SetMMI. response S E N

ZH VgL ZH
did Dsrc-DID ETCMW %51
responseParameter — AT
ret ReturnStatus /%

8 ETCHA%RZE

8.1 BE=AR

LB R T BT

a) Ui FRT s U i) g N B AR F AT SRR, OBE B0AEIE L 5 A R R
b) BRI BEICHEEE AL 4L RIS, RSE BAE G AW N A EEE
c)  INELRYT: AEARRILRE TR B s BT

8.2 ifEliFw]

OBE V5 i) VF A IATEIE L f5, RSE R U7 AR, Uil VFrT B 40 3 Rt R

a) RSEiET Get 454 contractSerialNumber, i id GetRand 4588 B 22 M VST f 3k EY RndOBE,
RndOBE ‘EL A\ VST FHEREL;

b) RSE | MasterAccessKey (FIAUFEE4H, 16 FT5) F contractSerialNumber 23T HA I BsHIA
JF%254H tmpAccessKey (16 71D, EUEEIR

tmpAccessKey=SM4 (MasterEtcAppAccessKey, contractSerialNumber)
c) RSE FIFH G224 tmpAccessKey 1% RndOBE (8 F71), ;=4 accessCredentials, &yVEUIF:
accessCredential s=SM4 (tmpAccessKey, RndOBE)

d) RSE J54:45 4 #45 accessCredentials, &i%%| OBE;

e) OBE #JH] AccessKey il RndOBE 4 H} tmpAccessCredentials, VL[ ¢);

f) OBE tb% accessCredentials fll tmpAccessCredentials 275 AHEE, FHEEMIR-F1% RSE 7 il

AR .

13



1
:
1
1
!
1
MasterAccessKey H Getrs (-
GAIEEH) | S b .' ;
| e contractSerialNumber, ---
| . @
RS

XXXXX J—XXXX

RSE OBE

PSAM
Get.rq(FID=0)

<

SM4
| RndOBE
E I GetRand.rq Y
E @@ ‘ GetRand.rs(RndOBE) SM4
i tmpAccessCredentials
! Y
i SM4
i , COMMAND.rq (-,
i accesf;CredentiaIs ] accessCredentials, ---) accessCredentials " 4z
YES
4 i iE) PRI IAE
8.3 fERZ£5
5 B EZLRE N OBE 5 S %0, CASOMNAS I 7 X eH, 5 BSEn WK 5, R u R
a) RSE #iit Get IRSGENAS contractSerialNumber;
b)  RSE p=A:BHLEL rndRSUForAuthen (8 “#45) , FfBfi GetSecure 4k &k 1% 4 OBE;
c) OBE FIH EncryptKey (16 F&35) X rndRSUForAuthen. File WZ&HET MAC 115, & X505
authenticator Jf§ File —&AFE AN ZH0kAE RSE. Horf MAC THE VAU R -
1) 4 File W2SHAT CRC M (21t X+X"+X*+1, 244 FFFFHD, 7=/EFi51 CRCO I CRCL;
2) # rndRSUForAuthen AP A543 7l BE 4624 CRCL, CRCO, Tk 8 “7 1ol dh
3) FH EncryptKey Xf 8 5 4 AT I vH 5™ /12 authenticator, SEUIF:
authenticator=SM4 (EncryptKey, CRCO||CRC1||rndRSUForAuthen (iH 6 F5) )
d)  OBE ZEWy N i % 3i% File Al authenticator & RSE;
e) RSE AJH contractSerialNumber 1 MasterEncryptKey #5254 tmpEncryptKey (16 F
), FEWT:
tmpEncryptKey=SM4 (MasterEtcAppAuthenKey, contractSerialNumber)
f) RSE AR % 4] tmpKey. rndRSUForAuthen K File, A c¢) I LIHE MAC fi5
tmpAuthenticator;
g) RSE L% authenticator f1 tmpAuthenticator, HISE &5 WAHZEN] &vEEdE, N AEE,

14



PSAM

asterEncryptKey
(GAIEZER)
ch

4

tmpEncryptKey

MACi+E

tmpAuthenticator

RSE
]
)
)
)
)
)
1
1
|
]
Epom
il N
conﬁ‘& Sla
i
)
1
1
]
]
]
]
]
]
)
)
)
)
)
)
1
]
]
;
]
mdRSUFor v
Authen i
)
)
1
]
]
]
]
]
!
]
)

. ‘0(
enfic?
A\)&\\

8.4 ZREY

=B

ey

e

et

\VFH\
! GetSecure.rs (---, File, | File, Authenticator

XXXXX J—XXXX

OBE

Get.rq(FID=0)

Getrs (---,
contractSerialNumber, ---

rmdRSUFor —Y

GetSecure.rg (--+, Authen MACit+&
rmdRSUForAuthen, ---)

Authenticator, -)

[# 5 OBE 52435

SRHL OBE {2 5 I 2s Sy 3L T~ SM4 S2B, WK 6. Eykyiifein T

a)
b)
c)

d)
e)

f)

RSE %% GetSecure fili4% 4 OBE;
OBE J§ U5 dad% 8 7434, AR 05

OBE F|H EncryptKey X A &5 B (8 [P HEE 54 8 DIEAT TDES fift %%, = 2L i 2 25 K decryptFile,
YRR

decryptFile=SM4 "' (EncryptKey, Encrypfile)

OBE ¥4 decryptFile Bfi GetSecure. rs KiX % RSE;
RSE #JFH MasterEncryptKey F1 contractSerialNumber P=ZEIRIN IN2E 25 4H tmpEncryptKey, %
T

tmpEncryptKey=SM4 (MasterEncryptKey, contractSerialNumber)

RSE #JH tmpEncryptKey X} decryptFile %, £5R L2 4 0 505 )5 BRI Frisc R ) 2.
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XXXXX J—XXXX

RSE OBE

|ttt 1
1 1
i i
i PSAM i
: ! Get.rg(FID=0)
: asterEnc : i
| ryptKey ! Getrs (- File
1 S oaTER 1 < - . ’
! CLFE g,:er\a\ﬂ“‘“be contractSerialNumber, -
! cO“ﬂac |
i v i y
i i LN
| SM4 |
i i
1 1
1 1
1 1
1 1
i A i
1 1
1 1
i tmpEncryptKey i GetSecure.rg (-++)
| | Sm4t
! !
1 1
1 1
1 1
i i
1 1 . .

N decryptFile . decryptFile
i MACi+& « : yptFi B GetSecure_rs( p yptFi
i i decryptFile, ---)
! l !
1 1
1 1
i 1

20

6 REVEENE
8.5 EANEEME
HNME BN AT SM4 S, W 7. BRI QR
a) RSE ¥ 3CfFdads 8 #1553 4l, A2 MR 0;
b) RSE F|F] MasterEncryptKey 1 contractSerialNumber =R B IN5% 25 4H tmpEncryptKey:
tmpEncryptKey=SM4 (MasterEncryptKey, contractSerialNumber)
c) RSE MH tmpEncryptKey Xf (a) &iShn%, %5 %dE decryptFile i SetSecure 45K

%% OBE;
d) OBE A EncryptKey X} decryptFile (8 MIBEEIf5 ) HEAT SMA s, P bEfpasas i}
decryptFile:

decryptFile=SM4 ' (EncryptKey, Encrypfile)
e)  OBE 4% Ja i &ds 222 4% 0 J5 5 N\ OBE 3CfF, JFPV%F SetSecures

16



XXXXX J—XXXX

RSE OBE

| bl

| |

: PSAM :

: | Get.rg(FID=0)

i asterEncryptKey i RSU

i (AIEZE4R) i ey Get.rs (-,

: cq'sef\a\ﬂ“m contractSerialNumber, -

1 i

| Y —

: SMa : ‘ﬂﬁﬁﬂ)
Sr41no i i

| |

[} [}

| v |

i i Encrypt

i tmpEncryptKey i GetSecure.rg (-++) File sm4?

| |

[} [}

s = '

| | FOREA

L . SM4 i

i i SetSecure.rs -

L e e ] -

%7 EANERME
9 ETCXRHRIE

9.1 X FREBEIKIER
9.1.1 BIEMEXIH

ETCAZ Zy i fe nl I} 43 Ay 3o A5 B % v S B FHAR SR SREXOBESIHfE « ICC-RSEV %448 &y« M $7s
R RIS TSP B OBEMIRSEZ [A] RN UE AL B AEHT P B Be b, TCC-RSENA] 22 A ki B0 5 7655 =
MorEeh .

e BRETCR. I, TCC-RSEMAL By R B AW AL H i . AT A S WIR/T 0025-2010K05&
25 B8 2 N FIRSEFIOBEAZ H.DSRCE it 2L WL FH 3R Co ICCAfifi { -+ Bid K+~
9.1.1.1 BIEHEREIL NN AE SR

ZM B B OB E R RN, PRI S RN S REGHE B AE B A L R
T:

® RSE: BST

® OBE: VST
9.1.1.2 3REX OBE #(#EMEX

BZHNOBEAS B, B AN B S P 85 ., w58 BOBEFIRSENI R IAUE . R F

® RSE: GetSecure. request

® OBE: GetSecure. response
9.1.1.3 |ICC-RSE jE&3 S MER

17



XXXXX J—XXXX

fii 1] 2 2 TransferChannel 58 {ICC—RSERITH 2848 i i . SR it S i 428 vHEEHLE G, 420k A
TOBE, HARRRFEA T . Rt T
® RSE: TransferChannel. request
® OBE: TransferChannel. response
9.1.1.4 RAPRTME
PR G a R BT
® RSE: SetMMI. request
® OBE: SetMMI. response
9.1.1.5 HEHFERMMTEL
RSERE i 55 OBE B AR 1 2
RSE: Event—Report (Release) .
9.1.2 [RIEHHE
A oy T 2 A S v AT B A T B, s LB SRB
% Ji—"MTransferChannel. requestflSetMMI. request n] % F 82 10 7 2Pt 2[R —A4NLSDurh, JR
BRI i A Pt WGB/T XXXXX. 3.
9.2 DSRC #E Mg
9.2.1 #Hhik
AT WA IR TETCRM F f ¥ & BIBST . VST . GetSecure . TransferChannel . SetMMI .
Event—Report (Release), HiAth J5iiE A% AN HOMYE
9.2.2 BST
9.2.2.1 fEZEiRA
LLCJZ M HUT A4 .
APPEff A Initialization. request, T-APDUs=Initialization—-Request=BST.
9.2.2.2 HIRENX
BSTH{JASN. 1554k 5 K 15t W 401
BST: : =SEQUENCE {

fill BIT STRING(SIZE(3)),

rsu BeaconlID,

time Time,

profile Profile,

mandapplications ApplicationList,

nonmandapplications ApplicationList OPTIONAL,

profileList SEQUENCE (SIZE (0..127,...)) OF Profile

}
MU 2% . FH 1 Jenonmandapplications$dE 7t

o
BeaconID: := SEQUENCE {
manufacturerID INTEGER (0. . 255), —1%77
individuaLID INTEGER (0. . 16777215) — 3%y
}

ApplicationList::=SEQUENCE (SIZE (0..127,...)) OF
SEQUENCE {

18



9.2.
9.2.

9.2.

XXXXX J—XXXX

aid DSRCApplicationEntitylID,

did Dsrc—DID OPTIONAL,
applicationParameter ApplicationContextMark OPTIONAL
}

ApplicationListgmfid i B

® ApplicationList[SEQUENCE {} JGZE LY JE;
I, B L

Jodid;

45 / JeapplicationParameter,

aid=1,

applicationParameter n] H T¥5 7~ M HIF H A ST N S 80E B, S S AAAE I T H AN
HARK 9. 30

profileList —J¥ &; 0 Profile.
H4gwig A “0000 0000” .

3 VST

3.1 [EEixAA

LLCJZ M HUT /4.

APPEffFInitialization. response, T—-APDUs=Initialization-Response=VST,
3.2 HEEX

VSTIRJASN. 1EHE &5 R WA R

VST: :=SEQUENCE {

fill BIT STRING (SIZE(4)),
profile Profile,
applications ApplicationList,
obuConfiguration ObuConfiguration
}
Horr,
ApplicationList::=SEQUENCE (SIZE (0..127,...)) OF
SEQUENCE {
aid DSRCApplicationEntityID,
did Dsrc-DID OPTIONAL,
applicationParameter ApplicationContextMark OPTIONAL
}

ApplicationListZmhd Uil .
® SEQUENCE {} TCE LT R

® fdid
® fjapplicationParameters
® aid=1.

Dsrc—DID: :=INTEGER (0. . 127, ...)

19



XXXXX J—XXXX

— LY ke, ETCNHAIH 541, HUHT,

GB/T XXXXX. 3%, applicationParameterff]Z5% 2 X HApplicationContextMark, FLASN. 15 X1

ApplicationContextMark: :=Container
(WITH COMPONENTS {octetstring PRENSENT})
—— ApplicationContextMark {7~ WL 3%A HF1SysInfoFileffJAHIC N %

AFRUELEGB/T XXXXX. 3[3EAE AN 78 E VST [ applicationParameterfJASN. 15E X A
VSTApplicationContextMark ::= SEQUENCE {

sysInfo Container,

rndOBE Container OPTIONAL,
privatelnfo Container OPTIONAL,
gbICCInfo Container OPTIONAL,
reservedInfol Container OPTIONAL,
reservedInfo2 Container OPTIONAL,
reservedInfo3 Container OPTIONAL,
reservedInfo4 Container OPTIONAL,
reservedInfob  Container OPTIONAL

}
reservedInfol ~5{f B 45 A K HAB N H RGAEH -

TEGB/T XXXXX. 3[KEME F X Container@t T4 7858 L T -
Container: :=CHOICE {

.« ey

sysInfo [39] SysInfo, —AF/NOBEA'SysInfoFile ™ [I#E4 N2, 1D EAE TR

}
SysInfolfJASN. 125285 X Ay -
SysInfo: :=SEQUENCE {

contractProvider OCTET STRING (SIZE(8)),
contractType INTEGER (0. . 127, ...),
contractVersion INTEGER (0. . 127, ...),
contractSerialNumber ContractSerialNumber,
contractSignedDate Date,
contractExpiredDate Date

rndOBEf# HContainer[29], JLASN. 1257 }yRand.,
Rand: :=0CTET STRING (SIZE(8))

privatelnfo F T A sy LA N A G B, BARE CHATHE .
gbICCInfo HF4#1K ICC -k A KATAE B BB RN O1ME B4,

20



XXXXX J—XXXX

VST 1, ObuStatus [ ASN. 1 5 &R
ObuStatus: : =SEQUENCE {
iccPresent BOOLEAN, — f#4F (0D, J& (1)

iccType BIT STRING (SIZE(3)),
iccStatus BOOLEAN, —— ICC
EH (0, 4 (D
locked BOOLEAN, — OBU A£#{ (0), #81 (1)
tampered BOOLEAN, —— OBU A##rah (00, ##Fzh (D
battery BOOLEAN, —— OBU HLVBIE®R (0D, HIyBHLEAL (1D

reservedBits BIT STRING (SIZE(8)) ——OBE [ARZAS ECAEES 27 24 “HREDIRA”
}
i, iccType MIRAKA R (Bitd) 878 ICC A/t CPU Rk &&=+, WIRERAL (Bits)
Faon+ A A T b S A A 2 AR i . S 0, iccType AOA% e X LR 23.
% 23 iccType HBILE X

Bit6 (fRHH e Bit5 Bit4
A2 CPUR 0 0 0
JEBzfilCPUF 0 1 0
Fefuh 28 5 R 0 0 1
el i % 0 1 1

9.2.4 GetSecure. request
9.2.4.1 fEZEijiAA

LLCJZE HHACnT %> o

APPEA§ FHAction. request, T—-APDUs= Action—Request.

GetSecure. request JRiE A #E5 Ui iEF (AccessCredentials) , T 3k451HOBE H ¥ AL PR
— S HOBEXTRSE [ 177 [l PAAIE

2 T 15 5K NOBE 1 35645 — i I i & 26 91 oS4 2 1) 04 3 (Authenticator) , {ELRFDSRC
F gl B2 P AR e B MR TR , t SEZBIL T RSEXFOBE Ay A ¥ 7 1) UGIE
9.2.4.2 HIEENX

GetSecure. requestf{JASN. 1G4/ BHLN T -

Action—Request: : =SEQUENCE {

mode BOOLEAN,

did Dsrc-DID,

actionType ActionType,

accessCredentials  OCTET STRING (SIZE(0..127,...)) OPTIONAL,
actionParameter Container OPTIONAL,

iid Dsrc-DID OPTIONAL

}
accessCredential suJiEMAF ], actionParameterWAFELE. iid/NIELE.

/\E':‘:

® nmode: HAMIAAEN, HUE M1

® Dsrc-DID::=INTEGER(0..127,...) ¥ R, ETCRHHX5 41, BUHI.
® ActionType::=INTEGER(0..127,...) ¥ &, getSecureX0, HU{EO.
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M.

XXXXX J—XXXX

® accessCredentials  OCTET STRING (SIZE(0..127,...)) L¥ J&, LengthA8, HU{HS.
accessCredential sf{IEUAE H8F T o
accessCredential s HRSEHHE AR5 [aliE 15, n] ] TraccessCredential st K BEHLERndOBE 1]

2. 3T FIVSTH KR

actionParameter Container

AContainerZ$%!, Container. Type=20 (GetSecureRq)

FAR7. 2rh 5
GetSecureRq: :=SEQUENCE {

fill BIT STRING
fileid FID,
offset INTEGER (0. .
length INTEGER (0.
rndRsuForAuthen Rand,
keyIdForAuthen INTEGER (0.

keyIdForEncrypt INTEGER (0.

fileid FID,

(STZE(T)),

32767, ...),
127,...),

255),
255) OPTIONAL

FID::= INTEGER(0.. 127,...), ¥ . ETCNNHH®S =1, Z4E B XM cH5 =1, BYEl.

offset INTEGER (0. . 32767, ...),

YT, WUESE T SCEbr i As i

length INTEGER (0. . 127, ... ),
T, HUE A i RS O R SE P K
HRAE6. 3. 2P e, ETCARA{E B3P SO A 3 S h -

EtcVehicleFile: :=SEQUENCE {

vehicleLicencePlateNumber

vehicleLicencePlateColor

vehicleClass
vehicleUserType
vehicleDimensions
vehicleWheels
vehicleAxles
vehicleWheelBases

vehicleWeightLimits

vehicleSpecificInfomation

vehicleEngineNumber

vehicleReserved

rndRsuForAuthen  Rand,

o5 XONOCTET STRING (SIZE(8)), 8% HAARSE / 4B HE ML A FIBENLEL

OCTET STRING (SIZE(12)),
OCTET STRING (SIZE(2)),
INTEGER (0. . 127, ...),
INTEGER (0. . 127, ...),
VehicleDimensions,
INTEGER (0. . 127, ...),
INTEGER (0. . 127, ...),
INTEGER (0. . 65535),
INTEGER (0. . 16777215),
OCTET STRING (SIZE(16)),
OCTET STRING (SIZE(16)),
OCTET STRING (SIZE(20))
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XXXXX J—XXXX

keyIdForAuthen INTEGER (0. . 255),
AT ~E R % H%8] (etcEncryptKey) HIZEHFRIR.

keyIdForEncrypt INTEGER (0. . 255),
HTiaringasg] (etcEncryptKey) HIRASZEEHFRIR
ETCRY ] thGetSecure. requestiff K 45 EOCA T 205, keyIdForEncrypt NAFE(E, JEH T4
I EH CetcEncryptKey) BB HHARIR. B EMEH (etcEncryptKey) IEFEHFR IR 0% %5
(etcEncryptKey) HIZEHIRIRAHE] .

9.2.5 GetSecure. response
9.2.5.1 fEZEiH

LLCJZ A3 HIACni ¥ o

APPEff FHAction. response, T—-APDUs= Action—-Response.

GetSecure. response Uil N4 1y OBEAY F F5 72 % SHVHE A B I 45 54 3C (Authenticator) , ZE{RY"
DSRCAE i ist F2 1 Bl e 2R (P[R9 LERSESE O OBEA- VA 1 ¥ B 5 ) DAIE

9.2.5.2 HIEEX
GetSecure. responseffJASN. 1E G &5/ Ui BT T .
Action—Response: : =SEQUENCE {

fill BIT STRING (SIZE(2)),
did Dsrc-DID,
responseParameter  Container OPTIONAL,
iid Dsrc—DID OPTIONAL,
ret ReturnStatus

}
V¥: responseParameter N AFAE 1idMFELE

Horr,

® Dsrc-DID::=INTEGER(0..127,...) Jod J&, ETCNH Hx'5 41, BUHEL.
® responseParameter Container

“AContainerZ$f!, Container. Type=21 (GetSecureRs)

HRIET. 27 L E -

GetSecureRs: :=SEQUENCE {

fileid FID,
file File,
authenticator OCTET STRING (SIZE(8))
}
o
® fileid FID,

FID::= INTEGER(0..127,...), ¥ R, 440G SO0 sc- =1, BUH1;
® file File,
File::= OCTET STRING(SIZE(0..127, ...))
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XXXXX J—XXXX

HTFA7/GetSecure. request FH i =R SCAF I J2 N 2% 5
® authenticator OCTET STRING (SIZE(8))

FH T AFRSEXT OBEBEAT U IE A5 B IS . AN H] Fauthenticatorf i A8 “0x00” .

9.2.6 TransferChannel. request
9.2.6.1 fEZEiHH
LLCE A HACn i 4>
APPEff FAction. request, T-APDUs= Action—Request.
PLANTZH A4 I 05 1R OBEHH I TCCAN TS ZEDSRCJZ HI 1) 22 A AE, AN TT BraccessCredentials.
FEETCA. H, TransferChannel. request )5l Al il RSE—OBE, #{t—AMEAEOBEH ICCH)IZE W] dir %
WiE, JRRE, ] I W T O P R e TCC A H FiR 4 o
9.2.6.2 HIBENX
TransferChannel. request[#JASN. 15#E 45k i B U1 &
Action-Request: :=SEQUENCE {

mode BOOLEAN,

did Dsrc-DID,

actionType ActionType,

accessCredentials ~ OCTET STRING (SIZE(0..127,...)) OPTIONAL,
actionParameter Container OPTIONAL,

iid Dsrc—-DID OPTIONAL

}
accessCredential sSNAFELE. actionParameter N AEAE iidAELE

o

® mode: RN, P A1

® Dsrc-DID::=INTEGER(0..127,...) JE¥ k&, ETCRHHTH1, ML,

® ActionType: :=INTEGER(0..127,...) J¥ fE, transferChannel A3, (3.
® actionParameter Container

HContainerZé%y, Container. Type=24 (ChannelRq)

FRPET. 5rF e -

ChannelRq: : =SEQUENCE {

channelid ChannelID,
apdu ApduList
}

Horr,

channelid ChannellD,

Channel IDH{icc =1,

apdu ApduList

ApduList: :=SEQUENCE (0..127) OF OCTET STRING(0..127)

SEQUENCE OFH1#)%—~0CTET STRINGHL & —4k5¢#E1CCHRA, 1CCHIFR A% X L3k 24.
< 24 I1CC MRS IE

i 3k etk
CLA | INS P1 P2 Lc DATA Le
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XXXXX J—XXXX

9.2.7 TransferChannel. response
9.2.7.1 [EZEi#EA

LLC/Z A% F ACn M 1.

APPEff F{Action. response, T—-APDUs= Action—-Response.

LEETCNY. A %, TransferChannel. responseiiif i il idRSE—OBE, #24t—4~iR [FIOBEP ICCEE X By
A AT (1 1) 1. 1) 325 3 3

9.2.7.2 HIEENX
TransferChannel. responsefJASN. 1535 45 ¥ e R .
Action—Response: : =SEQUENCE {

fill BIT STRING (SIZE(2)),
did Dsrc-DID,
responseParameter  Container OPTIONAL,
iid Dsrc—DID OPTIONAL,
ret ReturnStatus

1
responseParameter N AFAE 1idANTALE -

s

® Dsrc-DID::=INTEGER(0..127,...) K¥ R, ETCNNH H®X S N1, HUEL.
® responseParameter Container

AContainerZ$%!, Container. Type=25 (ChannelRs)

HAE 7. 5 R

ChannelRs: :=SEQUENCE {
channelid ChannelID,
apdu ApdulList
}

Horr,

channelid ChannellD,

ChannelIDlicc =1,

apdu ApduList
ApduList::=SEQUENCE (0..127) OF OCTET STRING(0..127)
SEQUENCE OFH1 45— AMOCTET STRINGAL 75— 4% 5 #E ICCHA WA &L, TCCIRyma WA JE A N L4625
3 25 1CC BN 15 2R
M 7 i Mg PR A 7
Le 7 [{) DATA swi1 | SW2

Le K JEA 1T HE MO0,
) N A5 L R B2 Y. 24 EjTransferChannel. request JiiE 1 TCCHr 2 BT T 4% X B

9.2.8 SetMMI. request
9.2.8.1 fEiZiiAA
LLCEf#F FACnar %o
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9.2

9.2.
9.2.

9.2.

APPEff FAction. request, T-APDUs= Action—Request.
WRIET7. 6 E, SetMMIT AFEFaccessCredentialse

8.2 HIBENX
SetMMI. request(FIASN. 1EHE Z5 MG HA T .
Action-Request: :=SEQUENCE {

mode BOOLEAN,

did Dsrc—DID,

actionType ActionType,

accessCredentials  OCTET STRING (SIZE(0..127,...)) OPTIONAL,
actionParameter Container OPTIONAL,

iid Dsrc—-DID OPTIONAL

}

accessCredential sSNANIELE . actionParameter NAEAE iid A ELE

AContainerZ$%!, Container. Type=26 (SetMMIRq)
FRHE 7. 65 «
SetMMIRq: :=INTEGER {

ok 0), —XHIEH
error (), ARG GlfE. WEMEEERAR TR )
contactOperator — (2), —HRRIZER (GBI, B4 REEE T HFH)
noCard (3) — R (RAEHRHE

}o(0..127,...)

JCHUEIOR T2t (s 4558 obuStatusf& B

M) 5 [

® ThIEW . AR WY
Loy S SRR MY WoR CEAERIT
WRRIZER: AR “W” . Bon “IRRISER”
36*3: ﬁiff**ﬁ\ﬁgfg: TN “f% K7
HeEthl: A,
9 SetMMI. response
9.1 fEIE{{EA
LLC/Z 1 FHACN I Y
APPEffi FHAction. response, T—-APDUs= Action—Response.
9.2 HIEEX
SetMMI. responselfJASN. 150 S5 A4 UL BN R o
Action—Response: : =SEQUENCE {

fill BIT STRING (SIZE(2)),

did Dsrc-DID,

XXXXX J—XXXX

o

® node: RAFHIAMEN, HUE M1

® Dsrc-DID::=INTEGER(0..127,...) I J&, MRIHEGB/T XXXXX. 3HE, HUEAETCAN M = 1.
® ActionType::=INTEGER(0..127,...) ¥ E, ActionType=setMMI N4, HU{H4.

® actionParameter Container
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responseParameter  Container OPTIONAL,
iid Dsrc—DID OPTIONAL,
ret ReturnStatus

}

responseParameter NELE 11dANELE

Hr:
Dsrc-DID: :=INTEGER (0. . 127, . ..)

— YR, WE4. 2 RE, BUEUETCR A = 1.

9.2.10 Event—Report (Release)
9.2.10.1 (& EijLAA
LLCJZ M HUT /w4, Jo e Wi o
APPJZ{# F{Action. request, T-APDUs= event-report-request.
Event—Report (Release) FH T-BJiIOBE, il-OBEZE AARHRIR A .
9.2.10.2 HIEEX
Event—-Report—Request: :=SEQUENCE {

mode BOOLEAN,

did DirectorylD,

eventType EventType,

accessCredentials ~ OCTET STRING (SIZE(0..127,...)) OPTIONAL,
eventParameter Container OPTIONAL,

iid Dsrc—-DID OPTIONAL

}
accessCredential SN ANFAE. actionParameter N ANAFEAE 1i1dNV AAFELE
S
® mode: KHAEMIIARL, HUE A0
® Dsrc-DID::=INTEGER(0..127,...) ¥ &, K KEvent-Report 5N K, MEE N RS

(OBE) =0,
® cventType EventType,
EventType: : =INTEGER {
release 0)
bo0..127,...)
- (1~80) fRE NDSRCAY H]
—  BI~12D B EHH

TP R, eventType=0,
9.3 BST 1 ICC KR HIENRIHRIR

AN R 45 0] S AS Sy B AT 3l i BSTH ApplicationList P fflapplicationParameteri# 4787~

GB/T XXXXX. 3 ¥ %EBSTH applicationParameter )28 & X hjApplicationContextMark, JLASN. 1
& XU

ApplicationContextMark: := Container

(WITH COMPONENTS {octetstring PRENSENT})
ASKREAEGB/T XXXXX. 3f¥JEAtl AL EBSTH [FapplicationParameterffJASN. 15 LA
BSTApplicationContextMark ::= SEQUENCE {
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iccTransMode BIT STRING (SIZE(7)),
reservedInfo Container OPTIONAL
}
it iccTransMode H T-387~RSEFTSZRFIITCCIHE 28 A8 Z A =K
reservedInfo ] T-HABN HIZHE B i 5 &
iccTransMode#)45 M) & L IL3K26,
R 26 iccTransMode ZEHITEN

Bit6 ‘ Bit5 ‘ Bit4 ‘BitS Bit2 ‘ Bitl Bit0
RSEALSE R BIICCA A | S5 S Hr T

RSEZHFIIICCAE Hh A
SCRFIICCAZ ik & o

AN 22 45 BTS2 FE I TCON 2828 5 B XA i ce TransMode [ s 4 LS (Bit4~Bit6) #7487, Hgwmig
K27,

7 27 BN RGET X FFRY 10C IH B R H R R

SO S SR iR iR

Bit6 Bit5 Bit4 Bit3
FEHMER R AR AR 0 0 0 0
S S A B S, 0 ) 0 )
e

500 R G P56 R R TOCTH 2 28 S B8 il i ccTransMode HBi t1~Bi t2HETHok,  Hogwmfith e UIL#
28,

7 28 BRGNS 1CCIHER HIEX K

PSR 1) ikl ik
M 22T s Bit2 Bitl
TRl AT A 0 0
A A K 1 1

ONBRIDE A LIS N B t2 L Bit1 BB Y M1
iccTransMode [RIBARA RN (Bit0) H THR7ES I 2R 4872 17 SCHFICCIH OBE TRAL FH ) PRidiAZ Zy A X
Hogwhd e LNK29,
F 29 OBE FALIBRIER BN L IFHEHRED

ST Bit0
AN 0
S 1

h g N TCC A A xC S AH A S D P 3 F 22 5, 7EGB/T XXXXX. 3 2EA FXfContainer#ATH 78
TS, WA TR AL PR E S 8 reservedInfo, JFLASN. 152 XUl
Container: :=CHOICE{

.« ey

pretreatPara [41] PretreatmentParameter, —¥8/rTALIEEEAESEfreservedInfo

}
Hrr, PretreatmentParameter{JASN. 158 X 4
PretreatmentParameter ::= SEQUENCE {
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fill BIT STRING(SIZE(4)),

sysInfoFileMode BIT STRING (SIZE(®)), —R&fE ECHFHiEK &

preReadFile0002 OCTET STRING (SIZE(2)) OPTIONAL, ——5¥iiszHL ICCH0002 3014 m#

— MK

preReadFile0012 OCTET STRING (SIZE(2)) OPTIONAL, ——5¥iiszEXICCH0012 31 hits &
—FIKE

preReadFile0015 OCTET STRING (SIZE(2)) OPTIONAL, ——f5¥iiszEXICCH0015 31 hits &
—FIK

preReadFile0019 OCTET STRING (SIZE(2)) OPTIONAL ——75FiizELICCH 0019 3/ mAs &
—FIK

}

FE: AEAMRETCRN I H, TCC-RSEIRIAS S R FH 42 4 A8 S, 000230 hy TCCHH L TR A SCF s BRI S, 0012
SCAE R TCCH W B4R B SO A% R BE, 0015 3012 R i RAT I A K SCPF % i A B, 001930 135 6 W 9 S A1
i R

e, preReadFile00%H] T-457RRSE TR 2 SCAF (1) A% B AN o 4544 E 230,

% 30 preReadFi leO*ZEHIE X

Bit7 ‘ Bit6 ‘ Bit5 ‘ Bitd ‘ Bit3 ‘ Bit2 ‘ Bitl ‘ Bit0 | Bit7 ‘ Bit6 ‘ Bit5 ‘ Bit4 ‘ Bit3 ‘ Bit2 ‘ Bitl ‘ Bit0

R ARSI i A R R SO

sysInfoFileMode | T-i5 7RRSE%EKOBEEVSTH IR [HI R G5 H SRS . gkt L WA31.
& 31 sysInfoFileMode L5HE X
Bit7 | Bite | Bits | Bie | i3 | iz | Bt | Biw
RITR G BSR4

9.4 OBE ¥} 1CC &R AIFRIR
OBEM I R 45 H M (Hx 580, X5 AD HHE A (contractVersion) KARIHOBEZ
TREFXS ICCHEAT FlAL 3L o
contractVersionfIgwid i) WL 32,
% 32 contractVersion BYZRAL AR N

¥ bR Bit7 Bit6~Bit4 Bit3~Bit0

0- i e 0 : OBE X} ICC AifTiisbs 1 : OBE~RSE X [A R HHT % 4AIE
1: OBE X} ICC f stz 2 ~ 15 : ¥
2 ~ 7 AH

9.5 VST R #ETHHY ICCHAXIER

TEBRETCI Y, TCC-RSEAT & >R FA I 5260 9 A8 iy i Iny, - OBE W] 3 L VSTHE Y TCCHAH I T
K, IRECA BETCI B i S0

OBEN ARHEBSTH i ccTransMode FRIEAR A 200 (Bit0) e/ i 28 G & 77 S “OBETH AL B 1y B
THAT G 1 A AEVSTH R 5 4571 LCCIR AR TS B

AKFELEGB/T XXXXX. 3f3EAt X Container B 479 78 5 Ll R+

Container: :=CHOICE{

.« ey

gbICCInfo [40] GBICCInfo, ——AFIICCHIAHIR TS E

}
GBICCInfolfJASN. 12875 Xy
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GBICCInfo ::=SEQUENCE {

iccIssuelnfo OCTET STRING (SIZE(0..127, ),
iccUniTollInfo  OCTET STRING (SIZE(0..127, ),
iccBalance OCTET STRING (SIZE(0.. 127, -=+))
}

iccIssueInfo I fFIRICC “RATIHEAEG A" ARSI, iccUniTol 1 InforHAFIICC 1M
Pfs B 8 “ R AL RS A E ., iccBalance AFIICC “HIFERALSCAE” HH AR
KA o HAREHUY N & HBSTH pretreatParaffic -
Horp, “RARRAS” KIE 3 ks (Bits~Bit7) HTHRni% ICC Frsc fritig s as ik, Hamis
E XL 33,
2 33 OBE Fizi%HY I1CCiHZE X SRR AT

SRR 9 A8 Gy piak Bit7 (fR¥ LR Bit6 Bit5
AL A A28 S 0 0 0
ISR A A8 D i 0 0 1
e - - -

ICC M FF AW ARG, WM SR ge il TS ok

“RAMAS” PR 4 R TR~ 1% ICC 1 “ B IRA S 7.
9.6 DSRC 32 &z 51MAY OBE iz FH4bIEfE#z

VST H{TilifE B (gbICClnfo) W 474548 (OBE) #EARLIEAS X .2 Jiy#ist M ICC i i,
HAEHH (OBE) #EANRLIMAS X 2] BST J5 HAEAE VST Hifkiksy RSE, 1o FRAT B2 R4
AR B

ES M, OBE HMARFFTEE S B (gblCCInfo) 5K A AN S B —8tht. BI, H-KH 46
A OBE i, OBE . HZIHAT(E BT & B PiesidE, #AEERUG OBE ZEAKIRIRES . 4R 67
OBE W 1fiy H: 5 SR AL U i, JRR[ Y OBE 7R 97 2R3 N 5 A By (AR IET . R S SR 2 4 Ja,
HEANRIRIRZS Z 1IN PR A TS S TS S B D e e A

4 ICC M OBE "k i), OBE ¥ H AR Hi A # 1 fil 13215 . (gbICClnfo).

OBE HE AR {5 X sk e e i 2 J5, OBE A1/ ICC _EHJE N N ETC W H 3%, #EARFAS
RN
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M 3 A
(RSB M B 3%
OBE A9 ASN. 1 BUEiREEHy
ETCModule DEFINITIONS::= BEGIN
—— EXPORTS everything;

Container1-0::=[20] GetSecureRq
Containerl-1::=[21] GetSecureRs
Container1-2::=[22] SetSecureRq
Container1-3::=[23] SetSecureRs
Containerl-4::=[24] ChannelRq
Containerl-5::=[25] ChannelRs
Container1-6::=[26] SetMMIRq
Container1-7::=[27] SetMMIRs
Containerl-8::=[28] Key
Container1-9::=[29] Rand
Container1-10::=[30] Date

Containerl-11::=[31] SysKeyFile
Containerl-12::=[32] SysInfoFile
Containerl-13::=[33] EtcKeyFile
Containerl-14::=[34] EtcVehicleFile
Containerl-15::=[35] EtcTransactionFile
Containerl-16::=[36] MidStationFile
Containerl-17::=[37] ErpAPPFile
Container1-18::=[38] EtcReservedFile

Container1—-19::=[39] SysInfo —f#JXOBE'SysInfoFiled f{IES N &
Container1-20::=[39] GBICCInfo ——fEHUAHETIEAS K.

Container1-21::=[39] PretreatmentParameter ——387~THiALBEAEZE [ reservedInfo

ChannelID: :=INTEGER {

obe (0,
icc 1),
sam (2),
display (3),
beeper 4),
printer (),

serialInterface (6),
parallellnterface (7)
1(0..127,...)

ApduList::=SEQUENCE ((0..127,...)) OF OCTET STRING(0..127)

BSTApplicationContextMark ::= SEQUENCE {
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iccTransMode BIT STRING (SIZE(7)),
reservedInfo Container OPTIONAL

ChannelRq: : =SEQUENCE {

channelid ChannellID,
apdu ApduList
}
ChannelRs: :=SEQUENCE {
channelid ChannellID,
apdu ApduList
}
ContractSerialNumber: :=SEQUENCE {
contractProviderID OCTET STRING (SIZE(2)),
contractInividuallID OCTET STRING (SIZE(6))
}

— WM —#HIM KcontractProviderI Db

Date: :=SEQUENCE {

year  OCTET STRING(SIZE(2)), —— BCD#ufidh, YYYY
month ~ OCTET STRING(SIZE(1)), —— BCD#ifih, MM
day OCTET STRING (SIZE(1)) —— BCD%ifi%, DD
}

EtcKeyFile: :=SEQUENCE {
etcMasterKey Key, —— 165545
etcMaintainKey Key,
etcAccessKey Key,
etcEncryptKey Key
}

MidStationFile::=0CTET STRING (SIZE(40))  ——FE &N % BFRHu, R 2 X
EtcReservedFile: :=0CTET STRING (SIZE(40)) —#ETCRSY ik
EtcTransactionFile: :=SEQUENCE OF Record

EtcVehicleFile: :=SEQUENCE {
vehicleLicencePlateNumber OCTET STRING (SIZE(12)),
vehicleLicencePlateColor OCTET STRING (SIZE(2)),

vehicleClass INTEGER (0. . 127, ...),
vehicleUserType INTEGER (0. . 127, ...),
vehicleDimensions VehicleDimensions,

vehicleWheels INTEGER (0. . 127, ...),
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vehicleAxles INTEGER (0. . 127, ...),
vehicleWheelBases INTEGER (0. . 65535),
vehicleWeightLimits INTEGER (0. . 16777215),
vehicleSpecificInfomation OCTET STRING (SIZE(16)),
vehicleEngineNumber OCTET STRING(SIZE(16)),
vehicleReserved OCTET STRING(SIZE(20))

}

——vehicleLicencePlateNumber: ZEff‘5iY, A (FA+HFAREHE FE, RHFRT
—RIAEN, PUFRAIGB231265, dn: “Rt” Zifidh “BEA9” .

——vehicleLicencePlateColor: Z=pfigi(a, —#ElgmitRx (0—#ith, 1—3 (0, 2—HM,
—3—HD .

—vehicleClass: ZEfHRAY, 197707, 1-—M%E; 2- 0%, 3- %, 4-JURI%; 5-H !
—%; 6N 7T~10: AN 11~20: AT FERRREE S, L, 11-—0
—=TEy 12- TR 13-SRAE 14-PUBAE; 15-FHAE, 165004 17~20: HE Xk
—HHER; 21~--50: HEX; 50~255: fRELARRAM.

——vehicleUserType: ZHHI2RAY, 19795, 04 6- 054 S-4E%, 10-KE8%,
128 14-7EB; 0~203LAth: HE X 21~255: fREAGASKAEN]

— vehicleDimensions: ZEHN~F, THERIOMIR R 2FF) L % (1FF) L o® (1F
—I5) o ALK, W0x012C, 0x28. Ox1EFR/R30KK . 4K, 3K,

—— vehicleWheels: 4504, —HEHIFR R IEH

— vehicleAxles: ZE#l%L, —HEHIRRIIEH .

—— vehicleWheelbases: #hfE, —HEHIFRR, KER2DNEY, AN K. W0x28, Fis
——HhER 4K

— vehicleWeightLimits: ZE4H#E (19745) WAl (R4 , —3EHIERR, B 0A R
—/ B

— vehicleSpecificInfomation: ZEFRAFAEFEIA, FRFHASCIIZNIL RN, WEFHNIANEE
—=7, Qi “SE3077

— vehicleEngineNumber: ZEHHKRZIHLS -

— vehicleReserved: &

ErpAppFile: :=0CTET STRING (SIZE(40)) —— ERPMH HE X

GBICCInfo ::=SEQUENCE {

icclssuelnfo OCTET STRING (SIZE(0..127, ...)),
iccUniTollInfo OCTET STRING (SIZE(0..127, ...)),
iccBalance OCTET STRING (SIZE(0..127,...))

GetRandRs: : =SEQUENCE {
rand Rand — 8FTBENLEL
}

GetSecureRq: : =SEQUENCE {
fill BIT STRING (SIZE(7)),
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fileid

offset

length
rndRsuForAuthen
keyIdForAuthen
keyIdForEncrypt

}

XXXXX J—XXXX

FID,
INTEGER (0. . 32767, ...),
INTEGER (0. . 127, ...),
Rand,

INTEGER (0. . 255),
INTEGER (0. . 255) OPTIONAL

GetSecureRs: :=SEQUENCE {

fileid
file
authenticator

}

FID,
File,
OCTET STRING (SIZE(8))

Key::=0CTET STRING (SIZE(16))

PretreatmentParameter

fill

sysInfoFileMode
preReadFile0002
preReadFile0012
preReadFile0015

preReadFile0019

}
Rand: :=0CTET STRING

SetMMIRq: : =INTEGER {
ok

error
contactOperator
noCard
bo0..127,...)

SetSecureRq: : =SEQUENCE {

fill

fileid

offset

length

file
rndRsuForAuthen

::= SEQUENCE {

BIT STRING (SIZE(4)),
BIT STRING (SIZE(8)), —&ZifE A C i K
OCTET STRING (STZE(2)) OPTIONAL, ——FE¥iizELICCH0002 304

(SIZE(8))

— {2 A B

OCTET STRING (SIZE(2)) OPTIONAL, ——TiiszEXICCH00123C 1)
— A% K

OCTET STRING (SIZE(2)) OPTIONAL, ——¥iiszHXICCH00153C 1)
L2 N

OCTET STRING (SIZE(2)) OPTIONAL ——5¥iizEt 1CCH0019 34
— i A B

0), —XHIEH

(1), oG GifE. BASEESERAR R

(2), —WRIZER G, BRI R

B  —kk CRAEAHLE

BIT STRING (SIZE(7)),
FID,
INTEGER (0. . 32767, ...),
INTEGER (0. . 127, ...),
File,

Rand,
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keyIdForAuthen INTEGER (0. . 255),
keyIdForEncrypt INTEGER (0. . 255) OPTIONAL — ARG, RN AT N
}
SysInfo: := SEQUENCE {
contractProvider OCTET STRING (SIZE(8)),
contractType INTEGER (0. . 127, ...),
contractVersion INTEGER (0. . 127, ...),
contractSerialNumber ContractSerialNumber,
contractSignedDate Date,
contractExpiredDate Date

SysInfoFile::= SEQUENCE {

contractProvider OCTET STRING (SIZE(8)),
contractType INTEGER (0. . 127, ...),
contractVersion INTEGER (0. . 127, ...),
contractSerialNumber ContractSerialNumber,
contractSignedDate Date,
contractExpiredDate Date,

reserved OCTET STRING (SIZE(64))

}

—— contractProvider: HR&-H#&tr, ASCIIgwhd, ARS-HRALR PO Ak, W “Aedbmik”

——contractType: JRZSHKAL, NRESFLHLRT Pt iR M, Hh &6 2 IX 45 1 o L (A
— AR B A e A

—— contractVersion: [RFMRA, MRFHLOERHRALIMIIRST AT, i &I Se o X 48 1 e L

—— contractSerialNumber: JR55JFH5, HIRSS R g5 RN 415 4%

—— contractSignedDate: & [F%E A2 H I, BCDSifi% YYYYMMDD

—— contractExpiredDate: &[EEHIH M, BCD4wfid, YYYYMMDD

SysKeyFile: : =SEQUENCE {
sysMasterKey Key,
sysMaintainKey Key

}

VehicleDimensions: : =SEQUENCE {
vehicleLength INTEGER (0. . 65535),
vehicleWidth INTEGER (0. . 255),
vehicleHeigth INTEGER (0. . 255)
}

VSTApplicationContextMark ::= SEQUENCE {
syslInfo Container,
rndOBE Container OPTIONAL,
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END

privatelnfo
gbICCInfo
reservedInfol
reservedInfo2
reservedInfod
reservedInfo4

reservedInfob

Container
Container
Container
Container
Container
Container

Container

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL

XXXXX J—XXXX
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B.1 i%RA

%~ T-APDU HHZETER] —4™ LSDU AR 15

Mt & B
CERIMEMF

XXXXX J—XXXX

AP LLGetSecurefITransferChannel il 4s J 5], %} 2 ANT-APDUBHEAE [F]—ANLSDUH 1) B s ik

Fron s ] o

B.2 GetSecure.request U TransferChannel. request

HARNWAKB. 1.

# B. 1 GetSecure. request U TransferChannel. request ${#EMn

FH fir (7...00 & ]
#01 0111 1110 7E | Wi
#02 XXXX XXXO0 XX Feggihal (MAC)
#03 XXXX XXX0 XX
#04 XXXX XXXO0 XX
#05 XXXX XXX1 XX
#06 0100 0000 40 MAC i3k
#07 X111 0111 X7 LLC il
#08 1001 0001 91 BTk
0000 T-APDU: Action.request
1 AccessCredential 77-7E
#09 1 0D ActionParameter f7-7E
0 AMFAE 11D
1 iAREE (Confirmed mode = 1)
#10 0000 0001 01 DID
#11 0000 0000 00 ActionType = 0 (getSecure)
#NO L]
#N+1 1001 1001 91 BTk
0000 T-APDU: Action.request
0 AccessCredential AN{EAE
#N+2 1 05 ActionParameter f77E
0 AFEAE 11D
1 il (Confirmed mode = 1)
#N+3 0000 0001 01 DID
#N+4 0000 0011 03 ActionType = 3 (transferChannel)
#N+M XXXX XXXX XX |
#NHM+L [ xxxx xxxx XX UL 5 e 471
#N+M+2 | XXXX XXXX XX
#N+M+3 0111 1110 7E EZ 0

B.3 GetSecure.response U TransferChannel. response

HARILAEB. 2,
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Z B. 2 GetSecure. response U TransferChannel. response #{3E R

XXXXX J—XXXX

F1 fir (7...0) & i:: I
#01 0111 1110 TE | WORLARE
#02 XXXX XXX0 XX | #EEHEE (MAC)
#03 XXXX XXX0 XX
#04 XXXX XXX0 XX
#05 XXXX XXX1 XX
#06 1110 0000 EO | MAC il
#07 X111 0111 X7 | LLC &l
#08 0000 0000 00 | LLC RZSmI N
#09 1001 0001 9 | Bk
0001 T-APDU: Action.response
1 18 {#4E responseParameter
#10 0 AMFAE 11D
00 Bize by, WHEAO
#11 0000 0000 00 DID
#12 0001 0101 15 responseParameter.Container Type = 21 (GetSecureRs)
#N O]
#N+1 1001 1001 9 | Bk
0001 T-APDU: Action.response
g2 1 18 {£4E responseParameter
0 AMFAE 11D
00 HFSLRr, BEA O
0000 0000 00 DID
#N+3 0001 1001 19 responseParameter. ContainerType = 25 (ChannelRs)
#N+M XXXX XXXX XX | e
#NHMHL | 0000 xxxx XX | Wik 7
#N+M+2 | XXXX XXXX XX
#N+M+3 | 0111 1110 TE | WIS AbRE
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M & C
CERMEMF)
£ 4543 5N FAHY RSE~O0BE [8] DSRC 1M E X

C.1 #uk

A XE AR R E R / 1CIK-<RSE~OBE[R]IDSRCEL i i .
T 2 R GR F -5 3t P 20 VAR R A8 S iR

C.2 #HHARXAA

C.2.1 BST
J71a): RSE—OBE
Dhfig: Rl (s XN OBE, 5 HAh B S5 A N 24
el W9.2.2 .

C.2.2 VST
J71a): OBE—~RSE
hig: XIBSTEMTNZ, #A B, SRSEVMHIEGSENHSEL HRERE SN G .
X W9.2.3 9.5 “VSTH N IICCH S E” .

C. 2.3 GetSecure. request
Jili: RSE—~OBE
Uifg: Lheax ) R OBE W “ETC M ZEME B i AHOCZE LS 4045 ..
F2: GetSecure.request k&L 9.2.4

C.2.4 GetSecure. response

Jim: OBE—~RSE

Difig: Ll )7 20 OBE W “ETC M 44fE B th AR OCA US4 R Ml 45 RSE,
T K 2 R RSE X OBE S 3 () Bk MEREAT 1IE s IR IS 5 A I A IR

#1(: GetSecure.response % i 9.25

C.2.5 TransferChannel. request |
JiT: RSE—~OBE
Difie: AW WIiate: a9t 0019 3Cff.
#%30: TransferChannel.request | (14520 9.2.6 , I ApduList 4% IL3& C.1:
RC. 1 ApduList BYIE=

HRI KiEAE
N of APDUs 2
Length of APDU-1 16(5+11)
APDU-1 Info 805003020B+DATA (1 F & AR IR +4 FAT38 5 a8 +6 5715 20
GIETRED)
Length of APDU-2 48
APDU-2 Info 80DCAAC827+AA2500-+0x28 £ (K A1H oL FH )
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BN, 250N 0.

C.2.6 TransferChannel. response |

XXXXX J—XXXX

Jili: OBE—RSE
IR A W PRAIAE I S AT S 0019 SCFE4E .
, Horh ApduList (s L C.2,

Ijjﬁlé:
#=X: TransferChannel. Response Il 4% = i, 9.2.7
%C.2  ApduList BYH8=
AR HIENR
N of APDUs 2
Length of APDU-1 17(8+2)
APDU-1 Info RetData (4 775 IHRA+2 771 R ANLAE 5T
53 FAE S A+ 1 F N EHRAS +1 T
PARiR+-4 T OHBENLED +SW1SW2
Length of APDU-2 2
APDU-2 Info SW1SW2
U SetMMI. request

C.2.7 TransferChannel. request |1
SERNE I YN | B T 7N A E D B2
, Hodr ApduList [1#% L3 C.3.

Jili: RSE—~OBE
Difie: FREGHIAL S,
#2X.: TransferChannel.request Il %z ). 9.2.6
RC.3  ApduList B
HIREm HERAR
N of APDUs 1
Length of APDU-1 20(5+15)
APDU-1 Info 805401000F +4 =45 i385y v+ 5 +7 3538 & H ]
i 0] +4 545 MACL

SetMMI.request ffi#% =00 9.2.8,

C. 2.8 TransferChannel. response |1

J7l: OBE—~RSE
RIER R EEE IR, LAV TSR AR SR

U SetMMI. response

, b ApduList (1458 L& C.4.

Diie:
#2X: TransferChannel.response Il f{j#% 38 00, 9.2.7
RC.4  ApduList IR
BRI BIEAE
N of APDUs 1
Length of APDU-1 10
APDU-1 Info 4 7745 TACH4 747 MAC2+SW1SW2

SetMMI.response [0 L 9.2.9

C.2.9 EVENT-REPORT (Release)

Jiln: OBE—~RSE
Difg: g5WRAC S, RS ARSI 1E .

2l 0L 9.2.10
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HAXL A

.1 BST

A C.2.1.

.2 VST

A C.2.2.

.3 GetSecure. request

[A] C.2.3.

.4 GetSecure. response

7] C.2.4,

.5 TransferChannel. request |

7] C.2.5,
DECEINE = s W vl P 7 Rt D KBS E R L BN & S e A

.6 TransferChannel. response |

7] C.2.6.

.7 TransferChannel. request Il U SetMMI. request

7] C.2.7,

.8 TransferChannel. response |l U SetMMI. response

7] C.2.8,

.9 EVENT-REPORT (Re | ease)

7] C.2.9.

XXXXX J—XXXX

41



